WE&T

Manual

Installation, Startup and Applications

Web-Thermometer

valid for models:
#57107
#57113
#57114
#57115
#57120
#57125
#57126
#57171
#57172

Web-Thermometer 2x Pt100/Pt1000
Web-Thermo-Hygrobarometer
Web-Thermometer NTC
Web-Thermometer Pt100/Pt1000
Web-Thermo-Hygrometer
Web-Thermometer 1x Pt100/Pt1000
Web-Thermometer Relay
Web-Thermometer UV 1x
Web-Thermometer UV 2x

Release 1.78 12/2025



© 12/2025 by Wiesemann und Theis GmbH
Microsoft and Windows are registered trademarks of Microsoft Corporation.
Errors and changes reserved:

As we may make mistakes, none of our statements may be used without verificati-
on. Please report any errors or ambiguities to us so that we can identify and correct
them as quickly as possible.

Only perform work on or with W&T products if it is described here and you have read
and understood the instructions completely. Unauthorized actions can cause ha-
zards. We are not liable for the consequences of unauthorized actions. If in doubt,
please check with us or your dealer!



Content W&T

Inhalt

T.Legal NOTICES........ooiieeeeeeeeeeec e 7
Warning Notice CONCEPT .......cc.coiiiiriiriiiicctnte et 7
Qualified PErSONNEL ..........ccueeeieieeeeeeeeeee ettt eas 7
DiISPOSAL.....iiiiiiiieieeeeee ettt ettt et et 8
Symbols 0N the ProduCt ..........coceueeieieieieetrr ettt 8

2. Safety instructions...........ccccoeeeieeceecieeeeecceeeee 9
General iNfOrMation .........cocoierieriiieeee e 9
INTENAEA USE.......oceiiieiececc ettt et senes 9
ElECrCAl SAfElY.....coveieieieeieeeteeee ettt 9

3 Quick start / Commissioning.........ccccceeveerereereneereneeennne 11
3.1 Connecting the sensor (#57113, #57114, #57115, #57120)..................... 11
3.2 Connecting the PT100/PT1000 sensor (#57171,57172)......cccccevvvurunune. 12
3.3 Connecting the PT100/PT1000 sensor (#57125, #57107) und output wiring
(FE57T26).. ettt ettt ettt ettt et 12
3.4 Network CONNECTION........coueueeerueetrieireeeteieeeeeeeeete et eee e saenene 14
3.5 LED iNICALOTS .....cooueuieieieeietetee ettt ettt ettt sa st saans 14

4 POWET SUPPIY ...ttt ettt e e e e cee e e e eneas 17
4.1 POE SUPPIY ...ttt ettt ettt sae et 17
4.2 EXYErNal SUPPIY ....coveveiiiiiieeete ettt ettt 17

S5IP Configuration ...........c.coeeoeieeeieeecieeeceeeeeee et 18
5.1 IP configuration via WUTIlity .........ccocceerieinineneinnereeeeceeeeee e 18
5.1.1 Possible applications and requirements..............ccceueveveueveveveeeeeeeeeeeeeeeeeas 18
5.2 IP configuration via DHCP protocol ..............ccocoviuiiciinnininiiicciinns 20
5.2.1 Manual activation Of DHCP ...........ccoiiiriirecerceeseeseeeseseesese e 20
5.2.2 SYSTEM NAME ...ttt 21
5.2.3 LeASE TIME. ...ttt 21
5.3 IP configuration using the ARP command..............cceeeeveieneeeeceeseeneenene 22



W&T Content

6 Ethernet connection............ccoeeveeeeeenniieneieenneeeeeeeeeee. 24
6.7 LINK STAtUS ....ceeeieiieieeeeeteescetet ettt ettt et et e sae s s e te s e ssaesaens 24
6.2 10/100BaseT ONRJAS ...ttt 24

7 Sensor connection and extension ...........ccccceeeveeeeneenee. 25
7.1 NTC sensor measurement input (#571714) .....c.ccoueevivevenirvenineneneeeneeeeenens 25
7.2 Pt100/1000 sensor measurement input (#57115) ......ccoveecvcnenceerenennenee 25
7.3 Combination sensor measurement input (#57113, #57120).................... 25

8 Online measurement storage in the W&T Cloud............... 27
8.1 Automatic CONNECTLION..........cooviieiiiiieteeeeetee ettt 27
8.2 Create USEr @CCOUNT..........ccevueruiiiiiiiereteccrcteeere e 27
8.3 Assign measurement data to the cloud using a code.............cccccceucuueneee. 27
8.4 Assign measurement data from the device............cccoceecirvienercenvenenceneen. 28

9 Configuration via web-based management ..................... 29
O.T HOMIB...c ettt ettt st e sttt s e st e s ne e s e ene s 29
9.2 VISUALIZALION........cveeeieneeteeicettccee ettt et enes 30
9.3 MY WED PAGE ...ttt 31
0.4 LOG N ittt ettt ettt ettt b et b et snene 32

TO BasiC SENGS.....ccciiiiieiieieeieeecreeeeeecccreree e 33
TONEIWOTK ...ttt ettt ettt e st et e sae st s e e stesse s e estassassaenaannas 33
TO.T SENSOKS ...ttt ss e s snennes 34
10.3 Language/INfo.......c.ccceueueeirmerieeeerinieceteeteieeste ettt eee e et aeseeenen 36
T0.4 DAta loggET......coieuieireteteieetetetreeee ettt ettt se b et ese s e s 36
TO.5PASSWOIM ......ovmeiieiieieerieceeeterec e eeseeeee e s seee et e seseseesaeseeenes 36
T0.6 CertifiCates.....c.ccueeririeieireeetetee ettt sae st ae st sa e s s saaneen 37

TTWEDSIEES ...ttt 39
TT2 HOME ..ttt ettt sttt et s e e e sae e ne s 39
TT.3 MY WEDSIEE ...ttt et 39

12 Communication paths ..o 42
T2 T MALceieeee ettt ettt ettt ae s et nas 43
T2 2 MQT Tttt ettt sttt sttt sttt aeseee 43
T2 3 REST ...ttt e e st e e s st e s e e e s neene s 43



Content W&T

T2ACIOUd ...ttt ettt et ettt sse st e s 46
T2.5WED-API ...ttt ettt ettt n 46
T2.6 MOADUS-TCP ...ttt ettt et snee s 47
T2.7 SOCKEL-API ...ttt sttt ettt ettt saenean 53
T2.8 RSS ...ttt ettt et ettt a et et a et e e nesae st et eneesanaanean 53
T2.90PC DAttt ettt ettt ettt ettt n et s 54
T2 A0 OPC UA.....oeeetetete ettt ettt ettt s et e st e e e s et et e e ssasaaneen 54
T2 A2 FTP ettt ettt et e a et et a et e e e s e sessasta st enessaaanean 58
13 AlarmsS/MeESSAQES .....cceevueereeierreeeeieeeeeeeereeeeereeeeneeeane 59
T4 DIAQNOSIS .....uvveeiiiiiiiiiireeeeeeeccrrreee e e e s saeeeee e e s s s aanaeas 61
15 Device information...........cccceeeeieienneiniienreeeeeeceeceeenenn 62
T6 MaINteN@NCe .......coooiiiieeeeeeeeeee e 63
16.7T REDOOL AEVICE......c.eeeeeieieteeeeeeete ettt 63
16.2 RESIOrE AEVICE.......couieenieiiieeeeetrerete sttt et sae s 63
16.3 Save CONfIGUIALION ......coveeeuieiiieieereetecteeeee ettt see et saeees 63
16.4 Restore configuration ............cccceveeeeuernnincneenineeceeseeeeceeeeeseee e 63
17 Single query of measured values..............ccccceeeeureennnnne. 64
17.1 Query Via TCP/IP SOCKEL APL..........ooiiieeeeteceeeeteseeeeeeee e 64
17.2 Query via UDP SOCKEt APl .........ccooiririeiiireneteteeeereeteee et 65
17.3QUErY VIa SNIMP ...ttt ettt 66
T8 Firmware update...........coooovvieeiceiieeeeceeeecceee e 69
18.1 Where can | get the latest firmware? ...........cccoceeevevninennnninccecerees 69
18.2 Firmware update via the network under Windows...........cceeveeveeeeeennns 69
19 Security information ............cccoeeeieeeiiiecieecceeceeeceeee 71
19.1 Function and typical application............ccccecceevrnirinenennrcneneeeeeeeeennes 71
19.2 Requirements for integrators and operators ..........c.ccceecveeeeeecieceeeenens 71
19.3 Installation Iocation............ccocceiiiiriniiiiineeeeeeeee e 71
19.4 COMMISSIONING ...c..eiiireiiiiteieeteteeeetrt ettt sttt sr e st nenes 72
T9.51IP @SSIGNMENT ......ooiviiiiiieeeet et see et e st e e ae s saeesaa e s e e s ae s aeesaaennnas 72
TO.6 PASSWOI .....ceeeeiiiiieieeteteee ettt ettt ettt et sae e et aas 72
19.7 Registration for safety-related information ............cccoceevveeerencenencennnns 72



W&T Content

19.8 Operation and configuration .............cc.coceveeeereeneecneneneeeeeseseeeeeeeennen 73
20.8.1 Configuration via HTTPS / PKI environments if possible..........cccccoococenne. 74
20.8.2 Encrypted COMMUNICALION ........coiuiuiiiiicieieiecieee e

19.8.3 Isolation of the subnetwork via router/firewall

19.8.4 Updating the firmware ...........ccccceeeeereennn.

19.8.5 Service, maintenance, and decommissioning

19.9 Emergency access and factory settings.........cccccceeuevceeneneenncncneecenenne.
20 Technical data...........ccoeeeeeeiriieeeeecceeeeeeeeccceeee e, 78

20.1 Technical data foritems 57114 and 57115.......cccoeoieeeeieeeeeeeeeeee 78

20.2 Technical data for items 57113 and 57120.........ccceeeeeeceeceeeereeeenee. 79

20.3 Technical data for items 57171 and 57172.......ccocoeeeereceeeeeeeeeenee. 80

20.3 Technical data for items 57125, 57126 and 57107 .........cccoeeveeeeeueennen. 81
21 Battery replacement and disposal.............ccccuurreennnennn. 82



Legal notices WeI

1. Legal notices

Warning notice concept

These instructions contain information that must be observed for your personal
safety and to prevent damage to property. The information is highlighted by a
warning triangle. Depending on the level of danger, the warnings are displayed in
descending order as follows:

A DANGER

indicates a hazard that will result in death or serious injury if appropriate
precautions are not taken.

AWARNING

indicates a hazard that could result in death or serious injury if appropriate
precautions are not taken.

A CAUTION

indicates a hazard that may result in minor injury if appropriate precautions are not
taken.

AATTENTION

indicates a hazard that may result in damage to property if appropriate precautions
are not taken.

If there are several hazard levels, the warning label with the highest level always
applies. If a warning label with a warning triangle warns of personal injury, a warning
of damage to property may also be included in the same warning label.

Qualified personnel

The product described in this manual must only be installed and commissioned by
personnel who are qualified for the task at hand.

The documentation relevant to the task at hand must be observed, in particular the
7
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safety and warning instructions contained therein.

Qualified personnel are capable of recognizing risks and avoiding potential hazards
when handling the products described due to their training and experience.

Disposal

Electronic devices must not be disposed of with household waste, but must be dis-
posed of properly as electronic waste.

Symbols on the product

Symbol Explanation

CE labeling

c € The product complies with the requirements of
the applicable EU directives.

WEEE labeling
E The product must not be disposed of with

— household waste, but must be disposed of in
accordance with the disposal regulations for
electrical waste applicable at the installation
site.
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2. Safety instructions

General information

These instructions are intended for the installer of the web thermometer described
in the manual and must be read and understood before work begins. The devices
may only be installed and commissioned by qualified personnel.

Intended use
ADANGER

The web thermometers from Wiesemann & Theis are devices for monitoring
temperature and climate via a network.

Any other use or modification of the described devices is not in accordance with
their intended purpose.

Electrical safety
AWARNING
Before starting any work on the web thermometer, the power supply must be com-

pletely disconnected by suitable means. Make sure that the device cannot be swit-
ched on again accidentally!

The web thermometer may only be used in closed and dry rooms.
The device should not be exposed to high ambient temperatures or direct sunlight,
nor should it be operated near heat sources. Please observe the restrictions regar-

ding the maximum ambient temperature.

Ventilation openings must be free of any obstructions. A distance of 10-15 cm
should be maintained between the web thermometer and adjacent heat sources.

The input voltage must not exceed the nominal values specified in the specifica-
tions.
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During installation, ensure that no loose wires protrude through the ventilation slots
of the web thermometer into the interior of the housing. Ensure that no individual
wires protrude from the stranded cable, that the entire stranded cable is located in
the terminal, and that the screws of the connection terminals are tightened securely.
Tighten the screws on unused connection terminals.

The power supply unit used to supply the web thermometer must ensure safe
isolation of the low-voltage side from the mains supply in accordance with
EN62368-1 and have “LPS” properties.

EMC

ATTENTION

The web thermometers comply with industrial interference immunity limits and the
stricter emission limits for households and small businesses. Therefore, there are
no EMC-related restrictions on the use of the devices in these environments.

The complete declarations of conformity for the devices described in the manual

can be found on the respective Internet data sheet page on the W&T homepage at
http://www.wut.de.

10
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3 Quick start / Commissioning

Only a few steps are necessary to put the W&T web thermometer into operation and
make it visible in your network.

Power over Ethernet

The web thermometers can be supplied with power via the network interface in ac-
cordance with IEEE802.3af/Power over Ethernet. Power can be supplied via the data
pairs or via the unused wire pairs in 10/100BaseT (see PoE power supply).

The web thermometers can also be used in networks without PoE supply. In

this case, an external power supply must be used via the screw terminals, as

described in the Power supply chapter. No further configuration or settings are
necessary.

3.1 Connecting the sensor (#57113, #57114, #57115,
#57120)

o Eror
[T
8]

ower  Status.
Network

Plug the supplied sensor into the 9-pin 10 interface on the device.

11
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3.2 Connecting the PT100/PT1000 sensor (#57171, 57172)

3 e

vYT L

vcc+ T Sensor1 vee Sensor 1 Sensor 2
o 60 #57171 o 6o #57172
® Foer ® Pover

® status m @ Status \!“Y&n]:
®cror ® cror

® Warning RES.E‘ ® Warning Res.e‘

Web-Thermometer UV 1x Web-Thermometer UV 2x
Pt100/ P1000 Pt100/ Pt1000

3.3 Connecting the PT100/PT1000 sensor (#57125, #57107)
und output wiring (#57126)

#57125 Web-Thermometer Pt100/Pt1000

Warning  Error

2 ®

Power Status
Network

PT100 4 wire

#57107 Web-Thermometer 2x:

12
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Taabblaabb 2 .
Warning  Errar

Q) 2 e [T

Power Status
Network

PT100 4 wire

#57126 Web-Thermometer Relais:

= =
Taabbl SWsish .
Maming  Error

Q) 2 °

Power Status

Network

PT100 4 wire

max. 39V AC/DC
max. 300mA

Commissioning WaI

The output of the Web Thermometer Relay is switched internally via a relay contact
(normally open contact). The consumer is connected via screw terminals 7 and 8.
The maximum DC/AC voltage to be switched must not exceed 39V, with a maximum

current flow of 300mA.

The temperature sensor (PT100 or PT1000) is connected to screw terminals 1, 2, 3,
and 4, whereby the wires of the same color must be placed next to each other.

The supply line of the PT100 4-wire sensor can be designed to be almost any length.

Anschluss eines PT100 3-Draht Fiihlers:

13
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When connecting a PT100 3-wire sensor, connect the wires of the same color to the
terminals marked with the same color. A bridge to the still free terminal is required
for the single wire.

Connection of a PT100 2-wire sensor:

When connecting a PT100 2-wire sensor, one wire is connected to the terminal mar-
ked red and the other to the terminal marked black. Bridges must be set to the free
terminals here.

3.4 Network connection

The web thermometer has an IEEE 802.3-compatible network connection on a
shielded RJ45 connector. The assignment corresponds to an MDI interface, so that
connection to the hub or switch is made with a 1:1 wired and shielded patch cable.

3.5 LED indicators

Warning Error

Power Status

Power LED
OFF: No power supply voltage is present. Check that the power supply voltage is
correctly connected via PoE or the external power supply unit.

14
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ON: The power supply voltage via PoE or the external power supply unit is present.

Status-LED
Fast continuous flashing = booting, no IP

Fast continuous flashing (approx. 3x/s) indicates that the device is booting and/or
has not yet been assigned an IP address. Please assign an IP address to the device,
e.g. using WuTility.

Slow continuous flashing = ready for operation

Slow continuous flashing (approx. 1x/s) indicates that the device is ready for ope-
ration. After configuring the IP address, the device's start page can be accessed by
entering the IP address in a web browser.

Error LED
The error LED indicates error states on the device.

All LEDs lit = self-test error

The self-test performed after each start or reset of the device could not be comple-
ted correctly. The device is no longer operational in this state.

This error can occur if a software update was interrupted prematurely and the ope-
rating software was not transferred completely. Repeat the software update via the
network (see chapter Firmware update) and address the device with the assigned IP
address.

If the error cannot be rectified, there may be a hardware problem.
Warning LED

Displays internal configuration errors or communication problems. To analyze er-
rors, call up the page http://xxx.xxx.xxx.xxx/diag on the device.

15
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Link/Activity

Speed (yellow)

OFF: When the Link/Activity LED is lit/flashing, there is a link to a device with 10
Mbit/s (10BaseT).

ON: When the Link LED is lit/flashing, there is a link to a device with 100 Mbit/s
(100BaseT).

Speed

Link/Activity (green)

OFF: The device does not detect a link pulse from a hub/switch. Check the cable or
hub port.

ON: The device has a valid link to a hub/switch. In this case, the speed LED indicates
the speed.

Flashing: The device is receiving/sending network packets.

16
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4 Power supply

The web thermometer can be powered either via PoE or an external power supply.

ﬁ The simultaneous connection of an external power supply and a PoE infra-
structure is not permitted.

The power consumption can be found in the technical data in the appendix.

4.1 PoE supply

In PoE infrastructures (Power-over-Ethernet, IEEE802.3af), power is supplied via the
network cabling. The web thermometer supports both phantom power supply via
the data lines and power supply via the unused wire pairs 4/5 and 7/8.

The web thermometer is a PoE power class 1 device (power consumption 0.44 to
3.84W).

4.2 External supply

As an alternative to PoE, the power supply can be provided externally via the plug-
gable screw terminal located on the underside of the housing. The input is protected
against reverse polarity by a one-way rectifier. DC voltages with the following limits
can be used:

- DC voltage: 12V (-10%) - 48V (+10%)

When supplying DC voltage, the polarity must be observed:

L+M
+12-48V DC GND

17
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5 IP Configuration

5.1 IP configuration via WuTility

WuTility is the central inventory and management tool for all W&T network devices.
In addition to convenient IP parameter assignment, WuTility offers quick access to
device configuration, the option to perform firmware updates, manage configuration
profiles, and more.

The latest versions are always available on our website at http://www.wut.de. The
easiest way to navigate is using the menu tree on the left-hand side.

Downloads -> Web-Thermometer -> WuTility

The installation is performed by double-clicking on the file e-Swwww-22-swww-***,
exe. WuTility is started via

Start -> Programme -> W&T Software Toolkit -> WuTility

5.1.1 Possible applications and requirements

IP assignment with WuTility works independently of the current network parameters
of the Web Thermometer and the computer used. This means that even if the device
has IP parameters that do not match the respective network, these can be overwrit-
ten with WuTility. Similarly, any values that do not match the PC's network can also
be assigned to the Web Thermometer with WuTility.

+  PC and web thermometers must be located in the same physical network. This
means that they cannot be assigned across routers.

+ Any firewalls and network security packages installed on the PC must allow
communication between WuTility and Web Thermometer based on UDP broad-
casts. These may need to be configured accordingly or temporarily disabled.

« If the web thermometer is not set to its factory settings and has an administra-

tor password, this password must be known to WuTility in order to make chan-
ges.

18
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Step 1: Start the assignment dialog

After starting, WuTility automatically searches the local network for connected W&T
network devices. The search process can be repeated as often as desired by clicking
the Scan button.

i

Scan

Identify the web thermometer in the inventory list using its MAC address. For initial
installations, the IP address is 0.0.0.0.

E2 Untitled - WuTility

File Device Configuration Firmwars Options  Help

| = H () Ya i—wj',
Mew Cpen Save Scan IP Address  Telnet
Ethernet address | IP address | Product ID Product name Wersion

Select the web thermometer and click the IP address button:

2
IF Address

- Device Settings: Network Parameters

" dynamic [DHCP)

(+ static
IP address [must be unique]: Address range:
| =l =] =1 =
[lo s [z =iz =] [subnetso |

|This addrezz might be unuzed.

Subnet mask: Default values from...

’ﬁ y ’ﬁ 1 ’U_ X ’U_ Windows networking -

Drefault gateway:

I Enable Web-bazed management, on TCP part

| Mext > | Cancel

19
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Step 2: Assigning the IP parameters

The static option allows you to assign fixed IP parameters while disabling the DHCP
protocol. Enter the desired values for the IP address, subnet mask, and gateway ad-
dress in the corresponding input fields. The DHCP option activates the DHCP pro-
tocol in the web thermometer and operation with a static IP address is no longer
possible (detailed information on IP configuration via DHCP protocol).

The Continue button transfers the entered values to the web thermometer. If the as-
signment is successful, all columns in the WuTility inventory list are updated.

Further configuration of the web thermometer is carried out via web-based manage-
ment. To do this, click the Browser button.

£

Browser

For more information, refer to the chapter Config. via Web based management.

5.2 IP configuration via DHCP protocol

With the factory settings, the DHCP protocol is enabled in the web thermometer, so
that in DHCP environments it is sufficient to connect the device to the network. The
following parameters are assigned using DHCP:

* IP address

* Subnet mask

* Gateway address
* DNS server

5.2.1 Manual activation of DHCP

To avoid unwanted address assignments or address changes, the DHCP protocol
is automatically deactivated for all other methods of assigning IP parameters. The
following methods are available for subsequently activating DHCP:

+ Management tool WuTility

Select the desired web thermometer from the device list and click the IP address
button. In the following dialog, activate the DHCP option and then click Continue.

20
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« WBM configuration
The DHCP protocol can be activated in the menu branch Basic settings -> Net-
work -> TCP/IP settings

ﬁ A static IP address that has been set is deleted after DHCP activation and the
associated automatic reset. The web thermometer automatically sets this to
0.0.0.0 and starts sending DCHP discover requests.

5.2.2 System name

To support a possible automated update of the DNS system by the DHCP server, the
web thermometer identifies itself within the DHCP protocol with its system name.
In the factory setting, this is WEBIO- followed by the last three digits of the Ethernet
address. For example, the factory-set system name of a web thermometer with the
Ethernet address 00:c0:3d:01:02:03 is WEBIO-010203. The system name of the web
thermometer can be changed in the configuration. For more information, see the
chapter Menu: Basic settings -> Language/Info.

5.2.3 Lease time

The lease time determined and transmitted by the DHCP server defines the validity
period of the assigned IP address. After half of the lease time has expired, the web
thermometer attempts to extend the validity or update the address with the assig-
ning DHCP server. If this is not possible before the lease time expires (for example,
the DHCP server is no longer accessible), the web thermometer deletes the IP ad-
dress and starts a cyclical search for alternative DHCP servers in order to assign a
new IP address.

The lease time associated with the current IP address is no longer available after a
reset. After restarting, a corresponding update request is therefore sent to the origi-
nal DHCP server. If this cannot be reached at this point, the web thermometer dele-
tes the IP address and starts a cyclical search for alternative DHCP servers. Existing
TCP/UDP connections between the web thermometer and other network partici-
pants are interrupted as a result.

The remaining lease time can be read out together with the current IP address in the
Device Information menu branch (hh:mm:ss).

21
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5.3 IP configuration using the ARP command

Requirements

The IP address can only be assigned using a static entry in the ARP cache of the
computer if the current IP address is 0.0.0.0 (= factory setting). If the web thermo-
meter has any other value, this access is disabled.

With the factory setting and after manually switching from static to DHCP, the me-
thod described in this chapter for assigning IP addresses only works with a delay of
approx. 2 minutes after a reset or switching on.

The method does not work across networks, e.g. across routers. This means that
the PC used for assignment and the web thermometer must be connected to the
same physical network segment. Only IP addresses whose Net ID is identical to that
of the assigning computer can be assigned.

ﬁ To prevent unwanted changes to the IP address, the DHCP client of the web
thermometer is automatically deactivated during IP assignment with the help of
a static ARP entry.

Step 1

Read the Ethernet address of the web thermometer from the sticker on the side of
the housing.

58xxx [Typl

EN=00c03d004a05 Ethernet address

OK XXXXXX

Use the following command line to create a static entry in the ARP table of the com-
puter.

arp -s [IP address] [MAC address]

Command line in Windows:
arp -s 172.16.231.10 00-C0-3D-00-12-FF

22
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Command line under UNIX/Linux:
arp -s 172.16.231.10 00:C0:3D:00:12:FF

A In Windows environments, IP addresses must be entered without leading zeros.
Otherwise, the system will interpret the entry incorrectly and assign an incorrect
IP address to the web thermometer. Starting with Windows Vista, the cmd.exe com-
mand prompt required to call the ARP command must be started with administrator
rights.

Step 2

Start a ping to the web thermometer with the desired IP address using the following
command line:

ping 10.40.21.12

\WINDOWS\system32\cmd.exe

IC:“\Documents and Settings“tclarp -5 10.48.21.12 B8-cH-3d-af-fe—-B1

IC:“Documents and Settings“tclarp —a

Interface: 18 1.3 —— Bx2
Int:

rnet Addr i o Type
i@. B0—cB-3d—af—f 1 static

IC:“\Documents and Settings“tc>ping 18.40.21.12
Pinging 18.48.21.12 with 32 bhytes of data:

Reply from 18.408.21.12: hytes=32 time=137ms TIL=64
Reply from 18.48_2 32 timeddims TIT 4
Reply from o) i

Reply from 18.48.21.12: byt

Ping stati: for 10.40.21.12:

Packet Sent = 4, Received = 4, Lost = @ (B loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 137ms. Average = 3dms

IC:“\Documents and Settings:\tc>_

The web thermometer adopts the target IP address of the first network packet
addressed to it at MAC level as its own and stores it in non-volatile memory. The
ping requests from the PC are then answered.

The subnet mask and gateway address cannot be configured using a static ARP ent-
ry. These must be configured subsequently via the device's web interface.

23



W&T Commissioning

6 Ethernet connection

The web thermometer has an IEEE 802.3 compatible network connection.

6.1 Link status

The link status is indicated by the two LEDs integrated in the RJ45 socket.

+  Link/Activity (green)
ON indicates a valid link to a hub/switch port. The LED flashes when data is
being transmitted.

+  Speed (yellow)
ON indicates a 100 Mbit/s link (100BaseT). OFF corresponds to 10 Mbit/s
(10BaseT).

6.2 10/100BaseT on RJ45

The web thermometer has a shielded RJ45 connector for network connection. The
design corresponds to an Auto-MDI-X interface, allowing connection to the switch/
hub with a shielded patch cable up to 100 m long.

Speed Link/
Activity

The network connection is galvanically isolated from both the supply voltage and
the measurement input with1,5kV,___.

Auto Negotiation: 10/100BaseT, full/half duplex
The web thermometer operates in auto-negotiation mode ex works. Data transfer

speed and duplex mode are automatically negotiated with the connected switch/
hub and set accordingly.
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7 Sensor connection and extension

For all devices with Pt100/Pt1000 connection, the sensor cable can be extended as
required, provided that it is implemented using 4-wire technology.

7.1 NTC sensor measurement input (#57114)

The sensor cable cannot be extended. Please use only the sensor supplied.

7.2 Pt100/1000 sensor measurement input (#57115)

The measuring sensor cable can be extended to almost any length. If an extension
is required, we recommend using well-shielded cables to prevent interference. If you
want to connect an alternative PT100/PT1000 measuring sensor to the 57715 de-
vice or extend the cable, the pin assignment is as follows:

III/IOII
EEEN

L 9-PT100/1000
6 = PT100/1000 = |
(red) / J (white)

7 =PT100/1000 8 =PT100/1000
(red) (white)

7.3 Combination sensor measurement input (#57113,
#57120)

The supplied combination sensor uses digital measurement transmission. It can be
extended to a total length of 20 m (2 m sensor cable + 18 m extension).

We recommend DB9 connectors as a transition from the supplied sensor to the ex-
tension.

We recommend using a data cable with a minimum specification of Cat.5 (shielded)
or better and the following pin assignment:
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T AT
oot LT,
Select 4“’\/\/\//_4
Clock 6W/\//\//\//—6

Shield
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8 Online measurement storage in the W&T Cloud

With its cloud service, W&T offers a comprehensive solution that, in addition to long-
term documentation of measurement data in the internal data logger, also enables
data to be backed up in online storage. Measurement data is transmitted directly
from the measuring point to the cloud and is thus available online.

8.1 Automatic connection

The cloud functionality is enabled by default when the device is shipped. If the de-
vice receives its network parameters via DHCP or if you enable Internet access for
the device by entering the network parameters, it will begin establishing contact
with the cloud.

The measurement data transfer will only begin after the device has been assigned
to a user account.

8.2 Create user account

To transfer the measured data, you must first create a user account for cloud ac-
cess. To do this, go to the cloud homepage

http://cloud.wut.de
and click on the “Create account” link.

After entering your email address and a password, you will receive access to the
cloud.

8.3 Assign measurement data to the cloud using a code

Log in with your access data at http://cloud.wut.de and enter the access code sup-
plied with the device. The measurement data will now be transferred and can be
used immediately.

Alternatively:
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8.4 Assignh measurement data from the device

After creating a cloud user account, open the configuration menu of your device and
log in as an administrator user. Navigate to the

Communication channels -> Cloud
page and enter your user data for cloud access. After clicking on the “Bind” button,
all measurement data from this device will be stored in your user account from this

point onwards.

Clicking the “Unbind” button disconnects the measurement data from this point on-
wards and no further values will be added to your user account.

Clicking “Bind” again creates a new measurement series in the cloud for your user
account.

For further information on how to use the cloud functions, please refer to the
instructions at http://cloud.wut.de.
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9 Configuration via web-based management

Further configuration of the device is carried out via the device's web page. To ac-
cess this, enter the assigned IP address in the address bar of your web browser:

http://<IP address>

9.1 Home

%)

C (@ 402317

W& I WEBI0-078349 >> Home

Web-10 .
Web-Thermo-Hygrobarometer ] . Wednesday, 2017-02-08
SV ° °  09:12:47 am
QHome © T~ ° fimezone: UTC 501
- [) visualization . o Synchronization off
My web page . .
- D) Device information .
D Login
Temperatur rel, Feuchte
_—=F
33,2%
22,3°C ..
988,4hPa
Welcome

You are located on the home page of the device.
This page is always called after you have entered the address of the device in the address line of your browser.

You can upload your own homepages.
To configure these and other parameters a login is required.

‘The device differentiates between the two users, "Operator” and "Administrator” each with different configuration rights.
At the beginning no password is set in the device. To configure the device, select the menu item "Login".

If no passwords have been assigned, you will be logged in automatically as "Administrator” without the input of a password.

The following pages are also available:
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9.2 Visualization

T & o] B )
[ Visualzation x
C [1104023.27 & =
W&T WEBI0-07255D >> Visualization
[ www.war.ae ]
Web-10 WEBIO-07255D
Web-Thermo-Hygrobarometer
B Iast update: Fr 15,0915, 09145120 *
DHome Temperatur__rel. Feuchte _Luftdruck
) visualization 21,7°C_ 47,4% 981,5hPa
My web page Visu: 16.05.15, 09100100 - 16.05.15, 10:00:00
- D) Device information T
D Login
_—=F
250 00| 1014
230 420
210 480
190! 470
. 09:00:0 00:20:00 094000 1000:00
_C__% _hPa frigoats
b Zoomr ——
<< < Zoom+|Zoom - /== | Auto Update| Gonfig Table Snapshot

This page shows you a graphical display of the stored measured values.
The controls displayed allow you to temporarily adjust this display while you are on

this page. You can make permanent adjustments via the configuration menu (see
Web pages -> Home).
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[ Own web page x\

&) (o] = )

C [)1040.23.27

W&T

WEBI0-07255D >> Own web page

Web-I0 18
Web-Thermo-Hygrobarom ster
#57713
DHome Temperatur
D) Visualization ZLC
- () My web page AT
[ Device information 0,0°C
[ Login
—_—

WEBIO-07255D
Fri, KW38,
09.2015 09:50:43 * (UTC +02)

rel. Feuchte
47,3%

Luftdruck
981,4hPa (0m)
Luftdruck (NN)
981,4hPa

abs. Luftfeuchte
9,1g/m?*

Ausgabe Datenlogger
Esec v

oK

b

This page can be customized or replaced and serves as an example. Here you also

have the opportunity to take a look at the device's data logger.
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9.4Login

WEBIO-07255D == Login

Login

Login Fy
User:

® Administrator
User

Password:
Login

The login dialog gives you access to the device configuration. The device distinguis-
hes between an administrator and a standard user with different access rights.

No password is configured in the device initially. Select the administrator user and
click “Login.”

The menu tree with all configuration parameters is now displayed.

For more information on the respective configuration parameter, click the info but-
ton on the right-hand side of the corresponding parameter.
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10 Basic settings

In this section of the configuration, you can make all the settings required for the
various operating modes.

WEBID-078349 == Basic-Settings
Basic-Settings
Here you are able to set the basic configuration.

Network Set the network basic parameters here.

Sensors Here you will find all the senser settings. For example, you can configure the
name that appears, specify units, or adjust the measured value if necessary.

Date/time The device time is necessary to create a time stamp for data storage of the
measured values. Enter the time of day manually or use the convenience of
automatic time compensation using a time server.

Language/infos Select here the device language and enter additional device information such as
its location or contact information. You may also upload your own logo.

Data storage Select which sensors should be stored and configure the storage interval. The
default interval is 15 seconds. Note that changing these settings results in a
memory deletion.

Password You may optionally set password protection for access to the configuration. You
can set a password for an administrator user and for a standard user. The
standard user has no access right to device system settings such as changing
network parameters, etc,

10 Network

Set the network base parameters here. You can choose between automatic address
assignment via DHCP and manual configuration of the parameters. If you want to
configure communication parameters with names instead of IP addresses in the
further configuration, you can configure additional DNS servers here, in addition to
the DNS server assigned via DHCP, if applicable.

HTTP or HTTPS

By default, browser access for HTTP is enabled via port 80. To switch access to
HTTPS or change the port, select Basic settings » Network in the navigation tree and
then select Protocol in the Web service access section. All other settings relating to
the display in the browser can be made under Web pages.
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Setting the system ports and maintenance access

The ports activated here facilitate maintenance and configuration. The ports can be
deactivated to meet special security requirements.

10.1 Sensors

Here you can configure the sensor designations and, for temperature sensors, the
unit.

If you want to adjust the sensors, you can choose between 1-point compensation,
where a correction value is added to or subtracted from the measured value, or
2-point compensation, where a straight line is calculated across the measuring ran-
ge.

Alternatively, a compensation file in JSON format with a maximum of 10 correction
points per sensor can be uploaded to the device. However, at least two reference
points must be available. If this function is activated, all other compensation set-
tings mentioned above will be ignored.

Compensationfile F
active

Save compensation file:
Download

Restore compensation file:

Select File Keine ausgewahlt

Create a json file, e.g., “senscomp.json,” in a text editor:

{»Sensor1”:
[
{"xl " A ”yl”} .
{"xz " A lly2 ll}
{"x3 " A lly3ll}
1,
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nSensor2”:
[
{ax1%:#y14},
{,x2%: "y24}
{,x3%: "y34}
1

The keyword is “Sensor” followed by the sensor number. The order corresponds to
the order of the configuration parameters specified on the website.

“x1-xx" corresponds to the measured value to be corrected. One decimal place (with
a comma or period separator) is allowed. The values for x1-xx must be strictly mo-

notonically increasing.

“y1-yy” corresponds to the correction value. This value is added to or subtracted
from "x1-xx.”

A correction line is calculated between the successive measuring points. Example:
{»Sensor1”:

{s157:%0.2"},
{4257:%-0.1}

nSensor2”:

{,507:%-0.8},
{,75":70.2"}

}

10.2 Date/Time

The device time is necessary to obtain plausible time stamps for storing the measu-
red values.

Enter the time manually or use the convenient automatic time synchronization fea-
ture with a time server.

Daylight saving time can also be enabled or disabled here.
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10.3 Language/Info

Here you can configure the default language of the device. This language will be
used automatically when the device pages are called up. The default language can
be changed dynamically during operation using the flags below the configuration
menu. This change is temporary and will not be saved.

On this page, you can change information and device names and upload a custom
logo, which will be displayed above the configuration menu.

10.4 Data logger

Configure the time interval at which the measurement data is to be stored in the in-
ternal data logger and which sensors are to be included in the storage.

Changing these settings will delete the entire data logger and measurement re-
cording will start again from the beginning.

Furthermore, you have the option of downloading the contents of the data logger as
a CSV file for further processing. The data logger can also be deleted on this page.

10.5 Password
Optionally, set up password protection for access to the configuration.
You can specify a password for an administrator user and for an operator user.

The operator user does not have access rights to the device's system settings, such
as changing the network parameters, etc.

If you assign an administrator password, it must be stored when changing the
IP address via WuTility or firmware updates.
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10.6 Certificates

HTTPS is based on the TLS protocol, which encrypts communication and authenti-
cates communication partners using certificates.

The device is identified ex works with a self-signed default certificate, which is ge-
nerally considered a security risk by browsers. If the application requires secure au-
thentication, the device must be equipped with an individual certificate signed by a
trusted certification authority.

Certificate signing request (CSR)

Certificate Signing Request (CSR) +
Specification for CSR: in the installed certificate:

Common name: webIO

Organization name: Wiesemann & Theis

Organizational unit:

City or Locality:

State or province:

Country code (2 letters): DE

Email address:

Alternative name: webIO
Add OPC UA application URI: O
Copy content of the installed certificate
CSR: Generates a private key and checks the information.
Check

Here you can generate a CSR (Certificate Signing Request) with a new key pair and
custom content.

Click the Check button to formally check the values entered and generate the new
key. The new CSR can be downloaded by clicking the Download CSR button.
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Self-signed certificate

Self-signed certificate F3
Creates and installs a self-signed certificate. Install and reset now:

A previously generated individual CSR can be self-signed by the device using the pri-
vate key associated with the CSR.

Upload certificate/Upload certificate chain

Upload certificate F3
Loaded certificate:

The certificate must be DER/PEM encoded:

Datei auswahlen | Keine ausgewahlt

Load certificate:
Upload

Upload certificate chain F3
Loaded certificate chain:

The certificate chain must be DER/PEM encoded:
Datei auswahlen | Keine ausgewahlt

Load certificate chain:

A CSR that has been generated and downloaded can be loaded onto the device as a
certificate after it has been signed by an external certification authority. If a certifi-
cate chain belonging to the certificate is not already part of the certificate file, it can
be uploaded separately. The files can be in PEM or DER format.

Install certificate/certificate chain
Install certificate/chain F

The device will reset after leaving this session. Install and reset now:

A previously uploaded certificate, including the associated certificate chain, is in-
stalled on the device and used as a certificate within TLS connections after being
saved.
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11 Websites

This device has three preset pages that can be selected as the start page.

The default home page shows you the current values of the individual sensors,
which are updated cyclically.

The visualization page allows you to display the measured values graphically.

11.1 Browser access

Here you can disable browser access and select the start page.

Please note that you will no longer be able to make any configurations via the
web interface if you disable browser access. To reactivate it, you must first re-
set the device to factory settings using the jumper.

11.2Home

Here you can customize the appearance and access rights of the home page.

11.3 My website

The user page can be customized. To do this, it can be downloaded from the device,
edited by you, and uploaded again.

To display the measured values on the user.htm page, you can use the following
tags in the source code, which are replaced with the corresponding values when the
page is called up:

<w&t_tags=t1>
Displays the current temperature (°C) of the first temperature sensor. If there are

multiple sensors, this index is numbered consecutively.

<w&t_tags=h1l>
Displays the current relative humidity (%) on models 57113 and 57120.
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<w&t_tags=ah>
Displays the current absolute humidity (g/m?) on models 57113 and 57120.

<w&t_tags=pa>
Displays the absolute air pressure (hPa) on model 57113.

<w&t_tags=pNN>
Displays the calculated air pressure (hPa) above normal zero for model 57113 (me-

teorological value).

<w&t_tags=al>
Indicates the set height of the device's installation location on model 57113. (m)

<w&t_tags=time>
Inserts the current time.

Background color:

For values displayed in tables, corresponding background colors can be
used depending on the sensor status:

<w&t_tag=bct>

describes a background color (BGColor) that depends on the alarm status of the
temperature sensor. If a limit value is exceeded, this color is red. Otherwise, the tag
does not describe an explicit color. This tag is required, for example, to display limit

value violations in red in the log table. (°C)

<w&t_tag=bch>
Hintergrundfarbe fiir den relativen Luftfeuchtigkeitswert

<w&t_tag=bcah>
Hintergrundfarbe fiir den absoluten Luftfeuchtigkeitswert

<w&t_tag=bcrc>
Hintergrundfarbe fiir die aktuelle Anderungsrate

<w&t_tags=sensorx>

Inserts the name of sensor x into the page.
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<w&t_tags=device_name>
Inserts the assigned device name.

<w&t_tags=device_text>

Inserts the freely configurable descriptive text for the device.
<w&t_tags=location>
<w&t_tags=contact>

Inserts the respective text modules, which can be configured under Language/Info.

This configuration page also contains the parameters for customizing the visualiza-
tion.
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12 Communication paths

This device can communicate via various network protocols and services
all necessary parameters here.

WEBIQ-078349 >> C

ication paths

Communication paths

Here you will find the settings for the network services used for enabling the device to communicate,

Mail

MQTT

REST

Cloud

Web API

SNMP

Syslog
FTP

Socket API

42

The e-mail function allows you to forward messages to one or more recipients.
Here you configure the access parameters for your mail server. S5L/TLS
encrypted connections are usual.

The Web-Thermometer can send the measured values to an MQTT broker when
there is a change or cyclically via MQTT as a topic.

The measured values as well as the device status can be queried using REST
(Representational State Transfer). In the Rest query you specify whether the
reply should be in JSOM or XML format or as a raw text.

With the cloud service W&T offers a comprehensive solution that enables the
backup of data in online storage in addition to the leng-term documentation of
temperature and humidity measurement data in the internal data logger. The
measurement data will be sent directly from the measuring peint to the coud,
and is available online.

Here you specify whether access is permitted to device status and measurement
values via HTTP requests (e.g. for dynamic websites that use AJAX but also to
give third-party equipment such as web cameras access to the measurement
values),

The device provides an RSS feed that feed readers can subscribe to. Here you
can configure the necessary channel settings.

Make the SNMP basic settings here. The device can be incorporated into your
existing automation system via SNMP. Use corresponding OIDs to query device
and sensor data, or send messages via SNMP trap. An MIB can be downloaded
directly in the device at http://<ip-adresse/mib.zip.

Make the syslog basic settings here. The device can be incorporated into your
existing automation system via syslog.

Messages can be stored directly on an FTP server for archiving and control. Here
you configure the basic settings of the FTP client.

You can directly retrieve the measured data on a socket access from the device,
In the simplest case, send the command "GET /Single” to the unit to get back
the current measurement data from the device. The ASCII modes use readable
GET commands based on HTTP protocol.

. Configure
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12.1 Mail

The email function allows you to send messages to one or more email recipients.
Configure the access parameters for your mail server here.

12.2 MQTT

After activating MQTT and configuring it in the menu branch Communication chan-
nels » MQTT, the web thermometer supports the following options:

Transfer of individual measured values as MQTT topics to an MQTT broker via
MQTT publish.

This function is managed in the Web Thermometer as an alarm/message. A de-
tailed description of the action philosophy used in the Web Thermometer can be
found in the chapter Alarms/Messages.

Publish measured values

To create a new MQTT publish, click the Add button under Alarms/Messages. The
input mask for a new message appears.

Here you can specify the name of the message and what should trigger it.
For example, specify the temperature sensor as the trigger.

Select MQTT Publish as the action. In the following menu, enter the path where the
topic should be written to the broker.

You can freely determine the text content of the topic, using the placeholders descri-
bed in the info text.

12.3 REST

With REST (Representational State Transfer), the Web Thermometer provides ano-
ther web-based communication channel.

Communication takes place via specific HTTP requests via the HTTP or HTTPS port
entered under Basic settings » Network » Browser access.

43



WsT Communication paths

To exchange data via REST, access must first be enabled via Communication chan-
nels » Rest.

If you want to protect REST access against unauthorized access, you can activate
digest authentication. Requests must then be made as user “Admin” with the admi-
nistrator password or as user “User” with the user password.

Read access

REST uses the HTTP command GET for read access.

The web thermometer supports three formats for responses to REST requests:

« JSON
« XML
+  Text

IThe format of the response can be specified in the request. With

http://<ip-adresse>/rest/json

for example, the entire process image of the web thermometer can be retrieved in
JSON format. The response then looks like this:

ninfo”: {
nrequest”:,/rest/json”,
ntime”: #2017-01-01,12:30:25",
»ip”: ,10.40.23.73",
ndevicename”: ,WEBIO-077ECF”
1,
nlostate”: {
nsSensor”: [{
nname”: ,Temperatur”,
nnumber”: 0,
Lunit”:, c~,
nvalue”: 23.2
b,
nname”: ,rel. Feuchte”,

pnumber”: 1,
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aunit”: ,%",
nvalue”: 35.4
11
1,
nSystem”: {
ntime”: #»2017-01-01,12:30:25",
»diagnosis”: [{
»time”:,19.01.2017 12:30:25%,

»Msg”: ,Geratestatus: OK”

1.

»diagarchive”: [{
»time”:,19.01.2017 12:30:25“,
»Msg”: ,Geratestatus: OK”

11

To query only individual areas or points, the request can be formulated in more de-
tail:

http://<ip-adresse>/rest/json/iostate

This causes the web thermometer to return the status of all sensors:

{
nlostate”: {
nSensor”: [{
»name”: ,Temperatur”,
nnumber”: 0,
Lunit”:, c~,
nvalue”: 23.2
b,
nname”: ,rel. Feuchte”,
nnumber”: 1,
sunit”: ,%”,
nvalue”: 35.2
3]
}
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With

http://<ip-adresse>/rest/json/iostate/sensor/0

the status of the first sensor can be queried specifically.

nlostate”: {
nsensor”: [{
nname”: ,Temperatur”,
»number”: 0,
Lunit”:, c~,
nvalue”: 23.2

1

}

12.4 Cloud

With its cloud service, W&T offers a comprehensive solution that, in addition to long-
term documentation of measurement data in the internal data logger, also enables
data to be backed up in online storage.

Measurement data is transmitted directly from the measuring point to the cloud and
is thus available online.

A user account is required to use the W&T Cloud. You can create this on the cloud
website at:

http://cloud.wut.de

12.5 Web-API

Another possible action is to send an HTTP request, as required by some devices,
such as cameras, to query measured values, for example.

Enter the complete URL with all parameters expected by the receiving device as the
HTTP request.

For example:
http://<IP/Hostname>/single
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12.6 Modbus-TCP

If this function is activated and a communication port is configured (default: 502),
the device can be accessed using a Modbus TCP client.

The following memory areas are provided for this purpose:

Register Register
Address Memory Length read write
(hexadec.) Description modell (Byte) with FC with FC
2004 Alarm state 16-Bit 2 0x03, 0x04 -
2006 Diagnosis error count 16-Bit 2 0x03, 0x04 -
2007 Diagnosis state 0-15 16-Bit 2 0x03, 0x04 -
2008 Diagnosis state 16-31 16-Bit 2 0x03, 0x04 -
2009 Diagnosis state 32-47 16-Bit 2 0x03, 0x04 -
200A Diagnosis state 48-63 16-Bit 2 0x03, 0x04 -
200B Diagnosis state 64-79 16-Bit 2 0x03, 0x04 -
200C Diagnosis state 80-95 16-Bit 2 0x03, 0x04 -
200D Error LED state 16-Bit 2 0x03, 0x04 -
5004 Alarm state 32-Bit 4 0x03, 0x04 -
5036 Measurement channel 1 32-Bit 4 0x03, 0x04 -
5038 Measurement channel 2 32-Bit 4 0x03, 0x04 -
503A Measurement channel 3 32-Bit 4 0x03, 0x04 -
503C Measurement channel 4 32-Bit 4 0x03, 0x04 -
503E Measurement channel 5 32-Bit 4 0x03, 0x04 -
5040 Measurement channel 6 32-Bit 4 0x03, 0x04 -
5042 Measurement channel 7 32-Bit 4 0x03, 0x04 -
5044 Measurement channel 8 32-Bit 4 0x03, 0x04 -
504B Diagnosis error count 32-Bit 4 0x03, 0x04 -
504C Diagnosis state 0-31 32-Bit 4 0x03, 0x04 -
504E Diagnosis state 32-63 32-Bit 4 0x03, 0x04 -
5050 Diagnosis state 64-95 32-Bit 4 0x03, 0x04 -
6000-03 Serial number 32-Bit 4 0x03, 0x04 -
6004-07 MAC address 32-Bit 4 0x03, 0x04 -
7000 virtual register O 32-Bit 4 0x03, 0x04 0x06, 0x10
7002 virtual register 1 32-Bit 4 0x03, 0x04 0x06, 0x10
32-Bit 4 0x03, 0x04 0x06, 0x10
703E virtrual register 31 32-Bit 4 0x03, 0x04 0x06, 0x10

When reading data (memory areas) that have not been defined for the device, the
device returns “0”.

The Modbus data packets always consist of a header, the function code, the start
address, and other parameters or registers.

The values are output in 1/10°C (or 1/10%rH or 1/10hPa). The MSB of the WORDS
or DWORDS determines whether the value is positive (0) or negative (1).

47



WsT Communication paths

Transaction ID

Protocol ID

Length

Unit ID

71645141312 ]1140

ame XX Function Code

8 Bit / Byte
FZEEZIENEEEAGEAEADD

High B Low B

ame XX e XX Start Address

16 Bit/ Word
i {1 i i i i E1 6 i & E 2 E 2 O

High Byte Low Byte
12. Byte XX

Weitere
Parameter
oder Register

iE I K (7 ] i E1 & A & 5 1 E1 F 6 O

High Byte Low Byte
nae XX wiee XX
16 Bit/ Word

Transaction Identifier

Used to assign the response of the Web Thermometer to the client's request. The
client normally increments the ID by 1 with each new data transmission. The Web
Thermometer always returns the received value 1:1.

Protocol Identifier

Not relevant for communication with the Web Thermometer and always 0x0000.
Length

Number of bytes sent after Length (total bytes sent).

Unit identifier

Always 0x01 for Modbus TCP

Function code

The function code determines how the Modbus memory of the web thermometer is
accessed.
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Function Code 0x03 Read Holding Registers

Function code 0x03 is intended for reading multiple registers (16-bit values). Depen-
ding on the start address used, FC 0x03 can be used to query the values of various
measurement inputs on the Web Thermometer.

716454443421 140

Byte.
see 03

8Bit/Byte
15]14f13]12J11J10]9 | 8

7Jelsy4fsy2]i]o

High Byte
oo 20

Low Byte
woye 00

16 Bit

High Byte
11. Byte XX

Word

i KE1 i) 72 K] 0 3 i I A D L

Low Byte
12. Byte XX]

16 Bt/

Word

Start Address

Transaction ID
Protocol ID
Length

Unit ID
Function Code

Start Address

Number of
Registers

Specifies the memory location from which registers are to be read.

Number of Registers

The number of registers to be read is transferred here.

The web thermometer responds with the following packet:
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7les]4]3]2]1]0

Byte
8.Byte 03

8 Bit/ Byte
7|6|5|4|3i2|1|0

Byle
saye XX

8 Bit / Byte

15]14]13]12]11]10] 9 | 8

7 efs5yay3f2]1jo

High Byte Low Byte
10. Byte XX ee XX

16 Bit

Word

High Byte
n. Byte X

i K2 ] 72 K] £ 2 1 (2 A D

Low Byte
neraye XX

16 Bit/ Word

Bytes Count

Contains the number of bytes transferred as registers (2 bytes per 16-bit register).

Register Value

One or more 16-bit register values. The first 16-bit register begins with the high byte

Transaction ID
Protocol ID
Length

Unit ID
Function Code

Byte Count

Register Value

at the position of the 10th byte.

Depending on the start address (from 0x5000), two 16-bit values - i.e. 4 bytes — are
transferred for a requested 32-bit register. In this case, t0o, the value begins with the
highest byte at the position of the 10th byte and the first low byte is at the position

of the 13th byte of the data packet.

Function Code 0x04 Read Input Registers

Function code 0x04 is specifically intended for reading the status of measured valu-

es as a 16-bit register.

The packet structure of the request and response with function code 0x04 is identi-

cal to that of function code 0x03.

Function Code 0x06 Write Single Register
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Function code 0x06 is intended for setting any register (from address 0x7000).

Transaction ID

Protocol ID
Length
Unit ID
764504132140
obe 06 Function Code
15] 14_13512 ?1 NEBAEGEABANR
e 0[S 20 Register Address
mmmﬂnn @ |
Whne XX Wee XX Register Value
16 Bit / Word
Register Address

Register Address determines where in memory the data should be written.
Register Value

is a 16-bit register value that is written to the Modbus memory of the web thermo-
meter.

The web thermometer responds with a data packet that is structured exactly the
same.

Function Code 0x10 Write Multiple Registers

Function code 0xOF is intended for writing multiple 16-bit register values.
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i [ E 1 Kl 2 K )
Byte
seve 10

e
[1sfaf13f12f11f1ofo sy 7J6 J5J4 J3J2J1]0

High Byte Low Byte
9.Byte XX sy XX]

16 Bit/ Word

High Byte Low Byte
11. Byte X 12.Byte XX

EZEFONEEEEENEAnG |

16 Bit / Word

|mEEnEEan
Byle
i3ye XX

GBI EVS
olsfryefsfafsf2]i]o

High Byte. Low Byte
14. Byte XX Eeyte XX

16 Bit/ Word

i i) K K2 K ) 6 A e 1 K D L L L
High Byte. Low Byte
nye XX wisge XX

16 Bit/ Word

Start Address

Specifies the memory location from which registers are to be written.

Quantity of Registers

This is where the number of 16-bit registers to be written is transferred. When wri-
ting to the 32-bit area of the web thermometer, two 16-bit registers must be calcula-
ted for each 32-bit value.

Bytes Count

Contains the number of bytes to be transferred. Two bytes are calculated for each
16-bit register to be sent.

Register Value

This is where the 16-bit registers are transferred. The first high byte is placed as the
14th byte in the data packet. The first low byte is placed as the 15th byte, and so on.
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When writing to the 32-bit area of the web thermometer (from address 0x7000), two
16-bit registers must be written for every 32-bit value, starting with the highest byte
of the 32-bit value.

The web thermometer responds with a data packet with the following structure:

Transaction ID
Protocol ID
Length

Unit ID

7645444312140

A, Function Code

| ___sBiUBie |
els AEEAEADD
High Byte Low Byte
SgBytey‘ XX % Ey‘{‘e XX Start Address
76 B/ Word |
15141312 11f1o0fo fey 7 e 54 3f2]1]0 -
High Byte X Low Byte XX Quantlty of

1. Byte 12.Byte Registers
16 Bit / Word

Start Address

Specifies the memory location from which the 16-bit registers were written.
Quantity of Outputs

The number of 16-bit registers written is transferred here.

12.7 Socket-API

You can retrieve measurement data directly from the device via socket access.

In the simplest case, send the command “GET /Single” to the device to receive all
measurement data from the device.

Configure the settings for access via HTTP and UDP here.

12.8 RSS

The device provides an RSS feed that can be subscribed to by feed readers. Configu-
re the necessary channel settings here.
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12.9 OPC DA

The web thermometer is preset for OPC DA operation at the factory. If you want to
use OPC DA, you only need to activate the Web API function under Communication
paths.

The W&T OPC server must be installed so that your OPC DA client can communicate
with the web thermometer. Access via third-party OPC servers is not provided.

In the OPC server, select the menu item Devices » New I/0 device. Enter the IP ad-
dress and password of your web thermometer and select the device type. Confirm
with OK. Finally, you must apply the new entries via the menu item File » Save as
active configuration.

The measured values are then made available as OPC DA items.

12.10 OPC UA

The device provides OPC UA via a binary TCP protocol. The default port for the ser-
ver service is the standard port for this application: 4840.

The connection to your client is established with the following call:
opc.tcp://<ip-address>:4840

The device provides several authentication methods with corresponding security
guidelines. You can choose between:

+ No authentication
No security policy
+ Sign

Security guidelines:
Basic128 - RSA15
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Basic265
Basic265-SHA256
AES128-SHA256 RsaOaep

+ Sign & Encrypt

Security guidelines:
Basic128 - RSA15
Basic265
Basic265-SHA256
AES128-SHA256 RsaOaep

Also configure a UPC UA user name and password. This is not necessary if you
select “No authentication”.

The device provides you with the variable “EURange” for each sensor. With the help
of this variable, you can assign preconfigured min. and max. values to display ins-
truments in your UPC UA client within which the display moves. You can configure
these values separately for each sensor in the device.

The device provides you with the following OPC UA tree (here using the example of
a single-channel web thermometer):
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i) Root
4 |5 Objects
4 |7 SensorSet
4 Ju TemperatureSensorl
4 @ CurrentTemperaturel
¥ EURange
¥ EngineeringUnits
W InstrumentRange
¥ ValuePrecision
¥ SensorDescription
¥ SensorMame
4 & TemperatureCalibrationl
¥ Comment

W Offset_A
W Offset_B
W Reference_A
W Reference_B

* o Server

o | Types
=) Views
Historizing

The device supports historizing via OPC UA, i.e., in addition to the current measured
value, the measured values stored in the device can be retrieved.

The device can process four parallel OPC UA connections.
Customer-specific numbering of NodelDs

The NodelDs configured at the factory for the OPC UA endpoints can be changed to
suit customer requirements.

To do this, download the list of preconfigured IDs from the OPC UA configuration
page using the “Download” button.
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Nede ID configuration F
Save Node ID configuration:
Download

Restore Node ID configuration:

Select File none selected

You will receive a file named “nodecfg.json,” which you can open in a text editor.
This file contains the preconfigured NodelD in JSON format, one empty entry for al-
ternative numbering, and the display name of the OPC UA node, named with the let-

ter “T,” in each line.

To assign an alternative number, enter your desired NodelD in the free field instead
of the placeholder.

Example:
Original entry:

{,15013#;## #T#;“CurrentTemperature”},

modified entry:

{,15013#:%12345", “T*: “CurrentTemperature”},

The NodelD of the entry “CurrentTemperature” is changed from the original ID
15013 to 12345.

Save the file and upload it back to the device using the “Upload” button on the OPC
UA configuration page.

After clicking “Apply,” all changed IDs will be adopted.

You will then need to rebrowse the nodes in your OPC UA client.
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12.11 SNMP/Syslog
Configure the basic SNMP or Syslog settings here.

The device can be integrated into your existing automation system via SNMP or Sys-
log.

Use the corresponding OIDs to query device and sensor data, or send messages via
SNMP trap or Syslog. A MIB can be downloaded directly from the device at

http://<ip-address>/mib.zip.

1212 FTP

For archiving and monitoring purposes, measurement data can be stored directly on
an FTP server. Configure the basic settings for the FTP server here.
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13 Alarms/messages

Notifications keep you up to date via e-mail or SNMP trap when limit values are
exceeded or not reached. Select the desired trigger here and configure the desired
notification type. You can configure up to 12 different notifications.

Alarms/Messages
Motifications keep you up to date e.g. by e -mail or SNMP trap over limit value overruns/underruns. Select the
desired trigger and configure the desired notification type. You can configure up to 12 different messages.

Add
Alert E-Mail Trigger Delete
FTP Report Trigger Delete
SNMP Trap Trigger Delete
Via the button Add a new message is generated. Enter the desired para-
meters and select the type of message. After creating the message using the button
Apply the monitoring of the triggering condition is immediately active.

You will now find the message you created in the configuration menu and on the
message overview page. Here you also have the option of testing messages by cli-

cking the Trigger button. The configured message is then triggered exactly
once.
With the button Delete The message is deleted. The change takes effect

immediately after a security prompt.

W&T tag measured value Function
Comma notation Dot notation

(###) (##.4)

<T1> <t1> Temperature: Displays the current temperature of
channel 1.

<H1> <h1> Humidity: Displays the current relative humidity
(#57113, #57120,).

<AH> <ah> Absolute humidity: Displays the current absolute
humidity (#57113, #57120).
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W&T tag measured value

Function

<RC> <rc> Rate of change: Displays the rate of change over the
last 5 minutes.

<PA> <pa> Absolute air pressure: Shows the absolute air pressure
(#57713).

<PN> <pn> Sea-Level air pressure: Displays the air pressure

converted back to sea level (meteorological value).
(#57113)

<AA> Alarm active: Outputs all alarms (numbers, comma-se-
parated) that are currently active

<AN> Alarm sensor number: Outputs all sensors (numbers,
comma-separated) that fulfill the set alarm conditions
for the configured alarm.

<AS> Alarm sensor name: Same as above, but with sensor
names (separated by commas)

<DN> Device Name: Displays the device name.

W&T tag date & time

<Z> Displays the current time and date as a string.
<Sy> Year (####): Displays the year.
<Sm> Month (##): Displays the month
<Sd> Day (##): Displays the day
<Sh> Hour (##): Displays the hour
<Si> Minute (##): Displays the minute
<$s> Second (##): Displays the second
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14 Diagnosis

Here you will find all runtime error messages generated by the device.

WEBIO-072550 == Diag

Diagnosis
18.09.2015 10:18:07: DNS: server reply not recognized

Diagnosis Archive

18.09.2015 10:17:46: System: Network malfunction or bad configuration.
18.09.2015 10:17:46: Time Server sychronisation not successful

Clear Report

Errors that have occurred but are no longer relevant can be found in the diagnosis
archive.

Errors that occur during the entry of parameters do not appear on this page, but are
displayed directly on the parameter.
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15 Device information

Here you will find descriptive information about your device and manufacturer de-
tails. You can change the content of this information in the basic settings under
Language/Info.

WEBIO-07255D > Device information

Device information

Manufacturer and hardware information

Web-Thermo-Hygrobarometer %+

Hersteller:
Wiesemann & Theis GmbH

Address:
Porschestr. 12
42279 Wuppertal
Germany

Support Hotline:
+49-(0)202-2680-0

Internet:
http:/fwww.wut.de

Type:
Web-Thermo-Hygrobarometer

Article Number:
#57713

System Name:
WEBIQ-07255D

Description:

IP-address:
10.40.23.27

Software revision:
1.0

Sensor type temperature:
WE&T Temp

Sensor type humidity:
WET rH

Sensor type air pressure:
WE&T hPa

MAC address:
00:C0:3D:07:25:5D

DHCP: DNS Server:
0.0.0.0

DHCP: Lease Time:
00:00:00
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16 Maintenance

WEBIO-078349 > Maintenance

Maintenance

Device reboot, reset, backup and restore.

Maintenance E
Reboot device:
Reboot

Restore device:
Factory defaults

Coenfig +
Save configuration:
Download

Restore configuration:

Datei auswihlen | Keine ausgewahlt

16.1 Reboot device

The device will restart and all network connections will be reset.

16.2 Restore device

The device is reset to factory settings. All configuration parameters and passwords
are deleted. After the reset, you must start again with assigning IP addresses.

16.3 Save configuration

After clicking on the download button, a file containing the entire configuration of
the device will be downloaded. This can be edited in a text editor.

16.4 Restore configuration

Select a configuration file and upload it to the device. After restarting, all configurati-
on parameters will be adopted by the device.
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17 Single query of measured values

17.1 Query via TCP/IP socket API

It is possible to manually query the current measured values in CSV format (comma-
separated data) via a socket connection. This function is used to query individual
data without using the web interface.

To do this, activate the TCP ASCII sockets function under Communication channels
-> Socket API and enter the desired server port (default: 42280).

Open a TCP connection to the IP address and port number and then send one of the
following commands to the device:

GET /Thermo.csv
The printout can also be specified with additional parameters that determine the
content:

start=ttmmjjjjThhmmss
Start date and time of the measurement data to be loaded

end=ttmmjjjjThhmmss
End date and time of the measurement data to be loaded

DTb=x&
Interval to be output, where x =

-> 15 sec
-> 30 sec
-> 1 min
-> 5 min
-> 15 min

-> 60 min

The expression must begin with “?” after the file name, with the individual variables
separated by “&”

Example:
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http://<ip-adresse>/thermo.csv?start=01012010T123000&end=30032010T200000&D
Tb=3&

The above printout generates a CSV file containing the measurement data from Ja-
nuary 1, 2010, 12:30 p.m. to March 30, 2010, 8:00 p.m. in 1-minute intervals.

To query the individual, current measured value, send:

GET /Singlel
for the first measuring channel.

GET /Single2
for the second measuring channel, etc.

To obtain an output of all measurement channels, send:

GET /Single
without index.

17.2 Query via UDP socket API

To do this, activate the UDP sockets function under Communication channels > Sok-
ket API and enter the desired server port (default: 42279).

Open a UDP connection to the IP address of the device or to the Net ID as a broad-
cast and this port.

Then send one of the GET /Single expressions specified above to the device and the
device will return the measured values to the port you are using.

When using multiple devices, it may be useful to include the name and IP

address of the device in broadcast transmissions. To do this, activate the “Pre-

pend IP address and system name” option under “Communication paths >>
Socket API.”
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17.3 Query via SNMP

The sensors can be queried directly via SNMP Get commands.
The paths for the different model variants are as follows:
#57113 Web-Thermo-Hygrobarometer:
1.3.6.1.4.1.5040.1.2.37....

#57114 Web-Thermometer NTC:

1.3.6.1.4.1.5040.1.2.38....

#57115/57171 Web-Thermometer Pt100/Pt1000, Web-Thermometer UV 1x
1.3.6.1.4.1.5040.1.2.39....

#57120 Web-Thermo-Hygrometer

1.3.6.1.4.1.5040.1.2.42....

#57172 Web-Thermometer UV 2x

1.3.6.1.4.1.5040.1.2.43....

You can access the sensors via the following path:

<IP address> 1.3.6.1.4.1.5040.1.2.X.1.3.1.1.1 = First channel with one decimal place
separated by a comma

<IP address> 1.3.6.1.4.1.5040.1.2.X.1.4.1.1.1 = First channel as a three-digit integer
value, without decimal separation

<IP address> 1.3.6.1.4.1.5040.1.2.X.1.8.1.1.1 = First channel with one decimal place
separated by a period.

The last index describes the channel number to be queried.
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Select the configured SNMP read or read/write community for the query.

A MIB for integration into management applications is available for download
on the device's data sheet page on the WuT homepage http://www.wut.de, or in the
device itself under <ip address>/mib.zip.

If you want to change settings in the device via SNMP (IP address, subnet mask,
etc.), you must first start a session on the device using your SNMP manager.

By entering the administrator password in the variable
wtWebGraphThermoBaroSessCntrlPassword

a session is opened. By reading the variable
wtWebGraphThermoBaroSessCntrlConfigMode

can be used to check whether the session was opened successfully.

1 = Session open, device is in configuration mode.

0 = Opening the session failed. Check whether the password has been entered

correctly.

After successfully opening the session, any configuration changes can be made
using the variables defined in the Private MIB.

Once the configuration has been completed, the variables are written to
wtWebGraphThermoBaroSessCntrlLogout

the session is closed.

wtWebGraphThermoBaroSessCntrlLogout =

1 All changes are saved.
2 Exit without saving

If no SNMP communication takes place over a period of 5 minutes while the sessi-
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on is open, the device terminates the session and all changes are discarded.

means that a user with operator or administrator rights loses browser ac-

: Opening an SNMP session takes precedence over an HTTP login. This
cess as soon as an SNMP session is opened.

The description of the individual SNMP variables, OIDs, etc. can be found in the Pri-
vate MIB.
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18 Firmware update

The operating software of the Web Thermometer is constantly being developed. The
following chapter therefore describes the procedure for uploading the firmware.

B Where can | get the latest firmware?

W Firmware update via the network under Windows

18.1 Where can | get the latest firmware?

The latest firmware, including the available update tools and a revision list, is publis-
hed on our website at the following address:
http://www.wut.de

Before downloading, please note the 5-digit type designation on the web thermome-
ter. From the homepage, you can now access the product overview sorted by item
numbers, which will take you directly to the data sheet for the device. Follow the link
to the current version of the firmware.

18.2 Firmware update via the network under Windows

You will need a PC running Windows XP/Vista/7/8/8.1/10/11 with a network con-
nection and TCP/IP stack enabled. For the update process, you will need two files,
which can be downloaded from the homepage http://www.wut.de as described
above:

- The executable WuTility tool for transferring the firmware to the web thermometer

- The file with the new firmware to be transferred to the device

No special preparation of the web thermometer is required for the firmware update.
The WuTility used for the update recognizes all WuT devices in your network and is

largely self-explanatory. If you have any questions or uncertainties, please refer to
the accompanying documentation or online help.
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Never interrupt the update process yourself by disconnecting the power supply
or pressing the reset button, if available. The web thermometer will be inoperab-
le after an incomplete update.

Never mix files with different version numbers in the file name. This will cause the
device to malfunction.

The web thermometer automatically detects when the transfer of the new operating
software is complete and then performs a reset automatically.
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19 Security information

The following sections contain information and recommendations relevant to IT
security for commissioning, configuration, operation, and maintenance of the Web
Thermometer.

19.1 Function and typical application

Wiesemann & Theis web thermometers are devices for temperature and climate
monitoring via a network.

Measurement data is transmitted via the network as TCP payload and optionally
also within higher protocol instances.

Web thermometers are not designed for operation in a secure network environment.
The factory settings are focused on ensuring the most convenient transmission
of measurement data possible, as well as uncomplicated commissioning and
configuration. In unsecure network environments and/or in the event of increased
security requirements, additional measures must be taken to prevent unauthorized
access.

19.2 Requirements for integrators and operators

Depending on the individual network environment and security requirements, the
factory settings must be checked from a security perspective for operational use.
Changes and/or additional measures may be necessary by the integrator or opera-
tor. These include in particular:

- Choosing a secure password in terms of length and composition.

- Deactivation of unnecessary services and/or access restrictions through an
upstream external firewall.

19.3 Installation location

The installation location of the web thermometer must ensure that no unauthorized
physical access is possible (e.g., suitably secured room, control cabinet, etc.). Phy-

71



WeT Security information

sical access to the web thermometer carries the following risks, for example:

- Device shutdown (removal of power supply, etc.) and loss of all connections to
communication partners.

19.4 Commissioning

The commissioning of the Web Thermometer is divided into the web configuration
and the subsequent assignment of the IP address (DHCP, WuTility), as well as the
subsequent further configuration via Web Based Management. With the factory set-
tings, all configuration services are freely accessible. Commissioning must therefo-
re be carried out in such a way that no unauthorized access is possible until the sys-
tem password has been assigned and a secure configuration has been established.

19.5 IP assignment

During initial commissioning and until a system password has been assigned, en-
sure that no unauthorized access to the web thermometer is possible. A suitable
measure is, for example, commissioning via a point-to-point connection. Only then
should the web thermometer be connected to the actual target network.

19.6 Password

The Web Thermometer should not be used without a password. The password is
the central protection against unauthorized access to the configuration and ma-
nagement of the Web Thermometer. We recommend using a secure password with
a length of at least 15 characters, consisting of upper and lower case letters, num-
bers, and special characters.

During normal operation, the system password is not transmitted to the Web Ther-
mometer in plain text. For password-protected access from supposedly unsecure
or public networks, additional measures such as the use of a VPN tunnel must be
taken.

19.7 Registration for safety-related information

Devices can be registered with W&T using the WuTility inventory tool. In the event
of security-related updates and/or information, we will notify you immediately by
email. In addition to the personal data provided, device-specific data is also stored
during registration.
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All access points and communication channels are disabled ex works, with the
exception of browser access.

We recommend only enabling the communication channels and services that are
actually required for operation.

The following table provides an overview of the available communication channels.
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Wautility inventory UDP X 8513 X dynamic
Wautility IP assignment ubpP X 68 67 X X
DHCP UDP X 68 67
HTTP TCP-Server | X 80 X dynamic X X
HTTPS TCP-Server 443 X dynamic X
DNS UDP X dynamisch 53
NTP upp X dynamisch 123
Gerate-Reset TCP-Server | X 8888 X dynamic X X
Device update initialization TCP-Server | X 8002 X dynamic X X
Device update Firmware data UDP 69 dynamic X X
Mail TCP-Client dynamisch 587 X X
MQTT TCP-Client dynamisch 1883 X X X
SMQTT TCP-Client dynamisch 8883 X X
REST (HTTP) TCP-Server 80 X dynamic X X
REST (HTTPS) TCP-Server 443 X dynamic X
Web-API (HTTP) TCP-Server 80 X dynamic X X
Web-API (HTTPS) TCP-Server 443 X dynamic X
TCP-ASCII-Socket Server TCP-Server 42280 X dynamic X X
UDP-ASCII-Socket Peer UDP-Peer 42279 X dynamic X X X
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Modbus-TCP TCP-Server 502 dynamic

OPC UA TCP-Server 4840 X dynamic X

SNMP V1 UDP-Peer 161 dynamic X X

SNMP V2 UDP-Peer 161 dynamic X X

SNMP V3 UDP-Peer 161 dynamic X

SNMP-Trap UDP-Peer 161 162 X

SYSLOG UDP-Peer dynamic 514 X

FTP control connection TCP-Client dynamic 21 X X X

FTP data connection (active) TCP-Server dynamic dynamic

FTP data connection (passive) TCP-Client dynamic dynamic

HTTP request (action) TCP-Client dynamic 80 X X X

HTTPS request (action) TCP-Client dynamic 443 X X

TCP message (action) TCP-Cleint dynamic 8000 X

UDP message (action) UDO-Peer dynamic 8500 X

W&T Cloud TCP-Client X dynamic 443

20.8.1 Configuration via HTTPS / PKI environments if possible

The TLS protocol used by HTTPS provides encrypted and authenticated access
to the web interface of the web thermometer. This also applies to access via the
web API and REST access. To protect the configuration data, commands, and sys-
tem password that are exchanged, we recommend activating HTTPS, especially in
unsecure network environments. To protect against man-in-the-middle attacks, the
self-signed default certificate should also be replaced with an individual, custom
certificate.

20.8.2 Encrypted communication

The hardware platform of the Web Thermometer combines low latency with low
power consumption. This limits the key length of possible certificates to 2048 bits.
The Web Thermometer supports TLS1.2 at most. In applications with higher require-
ments, additional measures may be necessary (e.g., VPN).
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TLS-encrypted communication is possible in the following operating modes:

«  HTTPS (browser)
- HTTPS (web API)
- HTTPS (REST)

- MQTT (SMQTT)

+  Mail delivery

+ OPCUA

The computationally intensive TLS encryption functions can affect data transfer la-
tencies. For time-critical switching and detection tasks, compatibility with HTTPS ac-
cess should therefore be tested. This includes, in particular, any security scans in the
network. These sometimes open a large number of TLS connections within a short
period of time and can therefore lead to interruptions or timeouts in data traffic.

19.8.3 Isolation of the subnetwork via router/firewall

For applications that communicate with the Web Thermometer without encryption,
the communication partners (e.g., Web Thermometer and PC) should be isolated in
a separate network segment via a firewall to protect them from espionage. With the
help of a W&T Microwall, for example, the communication partners are also protec-
ted from harmful events (broadcast storms, overload, etc.) in the main network.

Appropriate firewall rules restrict cross-network access to the minimum necessary.

19.8.4 Updating the firmware
W&T releases firmware updates for the web thermometers to fix functional errors,
any vulnerabilities that may have been discovered, or to extend functionality.

The updates are uploaded to the device using the WuTility management tool.

Update files always contain the entire firmware or the entire system of the web ther-
mometer. For this reason, firmware updates always require a restart of the web ther-
mometer and thus also an interruption of operation. Individual configuration data
(IP parameters, firewall rules, etc.) are not affected by a firmware update and are
retained.

The web thermometers are based on W&T's own operating system and do not cont-
ain any third-party components (e.g., Linux, external TCP stacks, etc.). Compromise
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with common malware existing for these systems is therefore not possible.

The firmware is uploaded via TFTP (UDP) and the system password is transmitted
in plain text on the network side. In unsecure networks or in environments with in-
creased security requirements, additional external measures are therefore neces-
sary (e.g., VPN).

Further details on firmware updates can be found in the Firmware Update chapter.

19.8.5 Service, maintenance, and decommissioning

Despite high quality standards, electronics can fail at any time, e.g. due to external
events. Depending on the availability requirements of the respective application, we
recommend taking appropriate precautions.

+ Backup/storage of the device configuration
+ If necessary, provision of a replacement device
« Documentation of the procedure for replacing the device

When taking the device out of service, the web thermometer should be reset to the
factory settings to protect all confidential information stored in the device (IP ran-
ges, external access data, etc.). This can be done either via web-based management
or via hardware by pressing and holding the reset button.
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19.9 Emergency access and factory settings

Warning  Eror
ceoen o
o o
o e o 0

P
10-Port ouer Staius Network
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12:48V DC

max. 60mA #5171
Tt WaT
® Status
@ Eror
REELy
¥
@ Warning ] :-

Pt100 / Pt1000

The reset button, which is recessed in the device, is used for emergency access.
Delete password

Press the reset button recessed into the front of the web thermometer 8
times with a pointed object. Hold down the reset button until the status, war-
ning, and error LEDs begin to flash slowly. Now release the reset button.
Enter the IP address of the web thermometer as the URL in your browser to be taken
to an emergency access web page where you can reset the passwords.

Reset to factory settings

Press the reset button recessed into the front of the web thermometer 8 times with
a pointed object. Hold down the reset button until the status, warning, and error
LEDs begin to flash slowly and then rapidly after a while. Now release the reset but-

ton.

The web thermometer is now configured as it was when delivered. 77
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20 Technical data

20.1 Technical data for items 57114 and 57115

Network:

10/100BaseT autosensing

Supply voltage

Power over Ethernet or 12-48V DC (+/-10%) via screw
terminal

Measuring unit 57714

Sensor NTC 10k
Measuring range -45°C...75°C
Resolution 1/10°C

Measurement error

+0,3°C, +5,1%

Storage frequency

15,30 sec, 1, 5, 15, 60 min

Storage depth

min. 16 weeks, max. 20 years

Deviation of the internal clock

max. 1 min. / month

Measuring unit 57715

Sensor

Pt100/Pt1000 connection, 2-, 3-, or 4-wire technology

Measuring range

W&T sensor: -50°C...180°C
Pt100/Pt1000 measuring input: -200°C...650°C

Resolution

1/10°C

Measurement error

+0,3°C, 0,2%

Storage frequency

15,30 sec, 1, 5, 15, 60 min

Storage depth

min. 16 weeks, max. 20 years

Deviation of the internal clock

max. 1 min. / month

Power supply

Current consumption

typ. 69mA @24VDC
max. 80mA @24VDC,
PoE Class 1 (0,44 - 3,84W)

Housing Small plastic housing, 105x75x22mm (Ixwxh)
Weight ca. 200g
Ambient temperature storage -40..+70°C

Ambient temperature during
operation

Non-in-line installation:
0..+60°C

In-line installation:
0..+50°C
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20.2 Technical data for items 57113 and 57120

Technical data W&t

Thermo-hygro sensor:

12C connector

Air pressure sensor (57113 only)

SPI

Network:

10/100BaseT autosensing

Supply voltage

Power over Ethernet or 12-48V DC (+/-10%) via screw
terminal

Measuring unit

Measuring range

-40°C...+85°C, 0...100% rF, 10-1100 hPa (57113 only)

Resolution

1/10 °C, 1/10% rF, 0,1 hPa (57113 only)

Measurement error

Temperature:
typ. @ 25°C +0,3°C
max. @ -40..85°C +£1,5°C

Humidity:

typ. @ -20..60°C (normal range) +1,8%rH (10-90%rH)
max. @ -20..60°C (normal range) +4%rH (0-100%rH)
temporary @ -40..85°C (max range) +3%rH nach 60h
Operation outside normal range

Long-term stability: typically <0.5% RH/year

Air pressure (57113 only):

typ. @ 25°C +0,8hPa (750..1100hPa)

max. @ 25°C +2,5hPa (750..1100hPa)
max. @ -40..85°C: +3,5hPa (300..1100hPa)
Long-term stability: typically -1 hPa/year

Storage frequency

15,30 sek, 1, 5,15, 60 min

Storage depth

min. 7 weeks, max. 20 years (57113)
min. 12 weeks, max. 20 years (57120)

Deviation of the internal clock

max. 1 min. / month

Power supply

Current consumption

typ. 69mA @24VDC
max. 80mA @24VDC,
PoE Class 1 (0,44 - 3,84W)

Housing Small plastic housing, 105x75x22mm (Ixwxh)
Weight ca. 200g
Ambient temperature storage -40..+70°C

Ambient temperature during
operation

Non-in-line installation:
0..+60°C

In-line installation:
0..+50°C
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20.3 Technical data for items 57171 and 57172

Network:

10/100BaseT autosensing

Supply voltage

Power over Ethernet or 12-48V DC (+/-10%) via screw
terminal

Measuring unit

Sensor

1x Pt100/Pt1000 measurement input (57171)

2x Pt100/Pt1000 measurement input (57172)
Cable length W&T sensor: 2m (freely extendable)
Protection class IP67

Measuring range

W&T sensor: -50°C...180°C
PT100/PT1000 measuring input: -200°C...650°C

Resolution

1/10°C

Measurement error

+0,3°C, 0,2%

Storage frequency

15,30 sec, 1, 5,15, 60 min

Storage depth

min. 16 weeks, max. 20 years

Deviation of the internal clock

max. 1 min. / month

Power supply

Current consumption

typ. 69mA @24VDC
max. 80mA @24VDC,
PoE Class 1 (0,44 - 3,84W)

Housing Small plastic housing for DIN rail mounting
Precisely fitted for sub-distribution
90x45x56mm (Ixbxh)

Weight ca. 100g

Ambient temperature storage -40..+70°C

Ambient temperature during
operation

Non-in-line installation:
0..+60°C

In-line installation:
0..+50°C
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20.3 Technical data for items 57125, 57126 and 57107

Network:

10/100BaseT autosensing

Supply voltage

Power over Ethernet or 12-48V DC (+/-10%) via screw
terminal

Measuring unit 57125 and 57107

Sensor

Pt100/Pt1000 measurement input, 2-,3- or 4-wire
connection

57125: 1x measurement input

57107: 2x measurement inputk

Measuring range

-45°C...75°C

Resolution

1/10°C

Measurement error

+0,3°C, £5,1%

Storage frequency

15,30 sec, 1, 5, 15, 60 min

Storage depth

min. 16 weeks, max. 20 years

Deviation of the internal clock

max. 1 min. / month

Relay output (57126 only)

Relay output

1 potential-free contact in semiconductor relay tech-
nology

Wire cross-section 0.2-1.3 mm?

Stripping length 6-8 mm

Max switching current

typ. 300mA AC/DC (peak 500mA)

Max switching voltage

39V AC/DC

Max switching power

11,7W AC/DC

Power supply

Current consumption

typ. 69mA @24VDC
max. 80mA @24VDC,
PoE Class 1 (0,44 - 3,84W)

Housing Small plastic housing, 105x75x22mm (Ixwxh)
Weight ca. 200g
Ambient temperature storage -40..+70°C

Ambient temperature during
operation

Non-in-line installation:
0..+60°C

In-line installation:
0..+50°C

81



W&T Battery replacement and disposal

21 Battery replacement and disposal

The web thermometer contains a 3V lithium manganese dioxide button cell battery
(type CR 1632) for buffering the internal clock. This battery has a service life of 10
years and may only be replaced with a battery of the same type.

When operating the web thermometer in a network environment with access to a
time server, the battery is not essential for the correct functioning of the device and
can be removed.

ATTENTION

The battery must only be replaced or removed by a qualified electrician. Disconnect
the power supply before opening.

To remove the battery, open the device housing as follows:

#57171, 57172

'

Press down on the side latches of the housing with a pointed object and simulta-
neously pull the housing base out of the upper shell.

Then remove the stack of circuit boards from the housing by pulling it downwards.

The buffer battery for the clock module is located in a holder on the upper circuit
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board.
After replacing/removing the battery, reassemble the device in reverse order.

#57107, 57113, 57114, 57115, 57120. 57125, 57126

Battery

Y NG

press
Screw the DB9 connector or the 10 terminal firmly to the device.

First remove the green power supply terminal. Press the narrow sides of the housing
together slightly to create a small gap and pull out the circuit board at the DB9
connector or the green |10 terminal.

The battery is located on the side opposite the network connection.

Note according to the Battery Act (BattG):

Batteries and rechargeable batteries must not be disposed of in household waste.
You are legally obliged to return used batteries and rechargeable batteries. Old bat-
teries may contain harmful substances that can damage the environment or your
health if not stored or disposed of properly.

However, batteries also contain important raw materials such as iron, zinc, manga-
nese, or nickel and are recycled. After use, you can either return the batteries to us
or return them free of charge in your immediate vicinity (e.g., in stores or municipal
collection points). Returns to retail outlets are limited to quantities that are normal
for end users and to used batteries that the distributor sells or has sold as new bat-
teries.
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The complete declaration of conformity for the device described can be found on the
Internet data sheet page on the W&T homepage at http.//www.wut.de/<item number>..

E¥E  Wiesemann & Theis GmbH
o Porschestralle 12
EFE  p-42279 Wuppertal

Mail info@wut.de
Web www.wut.de

Tel. +49 (0)202 2680-110
Fax +49 (0)202 2680-265
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