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1. Legal Notices

Warning Notice Concept
This manual contains notices that must be observed for your personal safety and 
to prevent property damage. These notices are highlighted by a warning triangle. 
Depending on the level of hazard, the warning notices are presented in descending 
order as follows:

11 DANGER

indicates a hazard that will result in death or serious injury if appropriate 
precautions are not taken.

11 WARNING

indicates a hazard that can result in death or serious injury if appropriate 
precautions are not taken.

11 CAUTION

indicates a hazard that can result in minor injury if appropriate precautions are not 
taken.

11 NOTICE

indicates a hazard that can result in property damage if appropriate precautions 
are not taken.

If more than one hazard level is present, the warning notice for the highest level is 
always used. If a warning notice with a warning triangle warns of personal injury, an 
additional warning of property damage may be added to the same warning notice.

Qualified Personnel
The product described in this manual may only be installed and commissioned by 
personnel who are qualified for the respective task.
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In this case, the documentation associated with the respective task must be 
observed, in particular the safety and warning instructions contained therein.

Qualified personnel are those who, based on their training and experience, are 
capable of identifying risks and avoiding potential hazards when handling the 
described products.

Disposal
Electronic devices must not be disposed of with household waste but must be 
disposed of at a professional electronic waste disposal site.

Symbols on the product

Symbol Explanation

   

CE Marking

The product meets the requirements of the ap-
plicable EU directives.

  

    

UKCA Marking

The product meets the requirements of the ap-
plicable directives of the United Kingdom (GB).

      

WEEE Marking

The product must not be disposed of with 
household waste; it must be disposed of in ac-
cordance with the electrical waste disposal re-
gulations applicable at the place of installation.
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2. Safety Instructions

General Information
These instructions are intended for the installer of the WLAN-IOs described in this 
manual and must be read and understood before starting work. The devices may 
only be installed and commissioned by qualified personnel.

11 Intended Use

11 DANGER

The Digital WLAN-IO from Wiesemann & Theis is a network remote switch with an 
integrated web server and digital inputs and outputs. It serves as a decentralized 
switching and monitoring unit, accessible via TCP/IP Ethernet using various web 
and network protocols in accordance with these instructions.

Any other use or modification of the described devices is considered improper use.

Electrical Safety
11 WARNING

Before starting any work on the WLAN-IO, the power supply must be completely dis-
connected by suitable measures. Ensure that the device cannot be switched back 
on accidentally!

The WLAN-IO may only be used in closed and dry rooms.

The device should not be exposed to high ambient temperatures or direct sunlight, 
nor should it be operated near heat sources. Please observe the restrictions regar-
ding the maximum ambient temperature.

A distance of 10-15 cm should be maintained between the WLAN-IO and adjacent 
heat sources.

Input voltage and output currents must not exceed the nominal values in the 
specifications. 
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Ensure that no individual strands of a wire are protruding, that the entire stranded 
wire is inside the terminal, and that the terminal screws are tightened securely. 
Tighten the screws of any unused terminals. The power supply unit used to power 
the WLAN-IOs must ensure safe isolation of the low-voltage side from the supply 
mains in accordance with EN62368-1 and must have „LPS“ (Limited Power Source) 
characteristics.

EMC

11 NOTICE

The WLAN-IO meets the industrial immunity limit values as well as the stricter 
emission limit values for residential and small commercial sectors. Therefore, 
there are no EMC-related restrictions regarding the usability of the devices in these 
environments.

The complete declarations of conformity for the devices described in this manual can 
be found on the respective internet data sheet page on the W&T homepage athttps://
www.wut.de
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3. Quick Commissioning

Power Supply

The device is powered via a 2-pin screw terminal (12–24 V DC).

Network
The device is in Access Point mode by default.

Connect a WLAN-enabled terminal device to the WLAN of the WLAN-IO. The WLAN 
name is WLANIO- followed by the last six digits of the MAC address, for example: 
WLANIO-0A0905

Once the connection is established, open a web browser and call the default IP ad-
dress of the device:192.168.4.1

You can now set the network parameters of your desired WLAN via the configuration 
menu. After saving the settings, the device restarts and applies the new parameters.

The device is then ready for use.

For the first test, leave the inputs and outputs unconnected.
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Functional Test
Open the WLAN-IO website in your browser at the address http://<IP adress of the 
WLAN-IO>.
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4. Product Introduction

Hardware Features
#97733 - WLAN-IO Digital 4x In/Out 
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Network interface:
WLAN 802.11 b/g/n 2,4 GHz

Power supply:
Plug-in screw terminal, 12-24V DC (± 10%)

Inputs/Outputs:
4 channels, selectable as input or output
Input switching threshold +9.5V (+/-1V)
Output 12 .. 24V DC sourcing, max. 500mA

Display LEDs:
Network status
Device status / Error status
Status of inputs and outputs

Network Security
All available network access points are configurable and must first be activated by 
the administrator. By default, only browser access, inventorying via WuTility, and the 
port for initializing firmware updates are enabled. In addition, DHCP is activated.

For all communication channels, it can be explicitly defined whether access to the 
outputs is permitted.
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Access Rights
Configuration and operation of the WLAN-IO are carried out in the browser. There 
are two authorization levels for access:

Guest
The guest can monitor the status of inputs, counters, and outputs in read-only mode 
without logging in.

Administrator
After logging in with a password, the administrator has unrestricted configuration 
and access rights.

By default, no passwords are assigned to the WLAN-IO.

After logging in, the enabled configuration areas can be accessed via the navigation 
tree on the left side. Help and information on the respective configuration options 
can be found in the help texts.

Clicking the Save button makes the settings effective immediately.

For all further descriptions regarding configuration, access with an administrator login 
is assumed.
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Application and Access Options

Browser Access
Via password-protected access, the status of inputs, counters, and outputs can be 
monitored in the browser on the Home page. Additionally, outputs can be switched 
if the necessary access rights are granted.

Box-to-Box
The Web-IO and WLAN-IO models are fully compatible with each other. You can pair 
two WLAN-IOs as well as a wired Web-IO with a WLAN-IO.

Integration into Existing Systems
For integration into existing systems, the WLAN-IO supports communication via 
selected standard protocols, provided it is configured accordingly.

MQTT
In the context of Industry 4.0 and the „Internet of Things,“ MQTT is an innovative 
communication path. The WLAN-IO can transmit the status of the IOs to an MQTT 
broker via MQTT Publish and receive switching requests via MQTT Subscribe..

Web-API - HTTP-Requests/AJAX
The status of inputs, counters, and outputs can be queried via HTTP requests. 
Furthermore, the outputs can be controlled directly via HTTP requests.

Custom Applications
For access from custom applications, the WLAN-IO offers TCP socket access. The 
WLAN-IO supports communication using readable command strings.

Due to the support of HTTP requests, custom web applications (e.g., using PHP or 
JavaScript) can also access the WLAN-IO.
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5. Mounting and Wiring
The mounting and wiring of the WLAN-IO should be performed by qualified specia-
list personnel. The generally accepted rules of technology and the currently applica-
ble regulations and standards must be observed.

#97733 WLAN-IO Digital 4xIn/Out
Mounting
The WLAN-IO Digital 4x In/Out is intended for installation in a control cabinet. For 
mechanical fixation, the WLAN-IO should be snapped onto a 35mm top-hat rail ac-
cording to DIN EN 50022. The WLAN-IO occupies a width of 22mm.

Connections

Connecting the Supply Voltage
The WLAN-IO is powered by a DC voltage between 12 and 24V. The supply voltage is 
connected via the green terminal on the bottom side.

Only floating (potential-free) power supplies may be used to power the WLAN-IO. 
Their reference ground for the output voltage must not have a direct connection to 
the protective earth conductor (PE).

Error

WLAN
Reset

0 1 + - 32

Supply Device

I/O I/O

-+
Supply I/O

M    L+
Vcc

+-

+12 - 24V DC
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Wiring

The signal input for IO channels operated as inputs is located on the respective po-
sitive terminal (+). When using potential-free contacts, we recommend switching the 
auxiliary voltage VDD-Out via the contact to the positive terminal. In this case, the 
negative terminals do not need to be wired.

Here is an example for the wiring of Input 0:

Input wiring with an external power source

0 1 + - 32

+12-24V DC
GND

 	
Positive voltages above +9V relative to the corresponding terminals - GND, are reco-
gnized as an ON signal and indicated via the corresponding LED.

Input wiring with auxiliary voltage

0 1 + - 32
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Output wiring with external voltage source

IO channels configured as outputs operate in sourcing mode and can each be loa-
ded with a maximum of 500mA. The positive voltage applied to VDD is switched to 
the plus terminal of the IO channel, with the minus terminal being used as the refe-
rence ground.

Here is an example of the wiring for Output 0..

Output wiring with auxiliary voltage

0 1 + - 32

+12-24V DC
GND

0 1 + - 32
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Terminal Assignment

Terminal Designation /Function

1 Input 0 switching threshold +9,5V / Output 0 24V max. 500mA -

2 Input 1 switching threshold +9,5V / Output 1 24V max. 500mA -

3 +24V DC Output Supply 

4 - GND Reference Input or Output

5 Input 2 switching threshold +9,5V / Output 2 24V max. 500mA -

6 Input 3 switching threshold +9,5V / Output 3 24V max. 500mA -
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6. Commissioning

After the WLAN-IO has been properly mounted and wired, the supply voltage can be 
switched on. All LEDs should light up briefly. After approx. 5 seconds, only the Pow-
er LED should remain lit and the WLAN LED should flash. If a valid signal is detected 
at one of the inputs, the corresponding LED will also light up.

Assigning the IP Address
The device is in Access Point mode by default.

Connect a WLAN-enabled terminal device to the WLAN of the WLAN-IO. The WLAN 
name is WLANIO- followed by the last six digits of the MAC address, for example: 
WLANIO-0A0905.

Once the connection is established, open a web browser and call the default IP ad-
dress of the device: 192.168.4.1

You can now set the network parameters of your desired WLAN via the configurati-
on menu. After saving the settings, the device restarts and applies the new parame-
ters.

Networks with DHCP
If a DHCP server is active in the network to which the WLAN-IO is connected, an IP 
address should be assigned to the WLAN-IO automatically. In order to address the 
WLAN-IO specifically, you should configure a reservation in the DHCP server so that 
the WLAN-IO is always reachable at the same address. You can find the required 
Ethernet address on the white sticker on the device.

97733

If in doubt, ask your network administrator.

To obtain the IP parameters automatically via a DHCP server, activate the DHCP op-
tion under System >> WLAN. The device will then independently obtain the IP ad-
dress, subnet mask, gateway, and DNS server from your selected network.
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Networks without DHCP
Here you can pre-assign a fixed IP address as well as the subnet mask, gateway, and 
DNS server. To do this, deactivate the DHCP option under System >> WLAN you can 

then enter your individual IP parameters manually.

Changing the configured IP parameters
If you have connected to an existing WLAN network where a Windows computer is 
also available, you can use our WuTility tool to change the IP parameters or perform 
a firmware update, for example.

The WuTility tool can be found at:

https://www.wut.de/wutility

Alternatively, you can use our WuTool app. This is available in the App Store and the 
Google Play Store:

The app can be found at:

https://www.wut.de/wutool

Diagnosis

In the Diagnosis view, you receive a status overview, such as the current state of 
a box-to-box connection. In error-free operation, this is confirmed by a green bar 
with the status „Device OK“. If a fault occurs – shown in the image as an interrupted 
connection for example – it is immediately logged as an error message. A red excla-
mation mark on the menu icon signals the error to you.
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7. Basic Settings

Further configuration of the WLAN-IO is carried out in the browser. To do this, en-
ter the IP address of the WLAN-IO in the address bar. No password is assigned by 
default – a click on the three lines (hamburger menu) at the top left of the menu is 
sufficient to perform further configurations.

Configuring Inputs and Outputs
In the I/Os section, you can individually name the inputs and outputs. These names 
then replace the factory-assigned designations in the visualization as well as in the 
message texts. Additionally, you can define here which channel should function as 
an input or output.

Configuration of the channel as input or output
By clicking on one of the channels IO 0 to IO 3 under I/Os, you can determine in the 
following menu whether this channel should operate as an input or as an output.

Advanced Input Settings
For special applications, some properties of the inputs can be adjusted:

Input Filter
A signal state must be present for at least the time entered here (in milliseconds) 
for it to be processed by the WLAN-IO. This can be used, for example, to suppress 
the bouncing of mechanical contacts.

Signal Inversion
Normally, applied signals with a voltage above 9.5V are processed as ON. By activa-
ting the inversion, voltages below 9.5V are evaluated as ON and those above as OFF.

Advanced Output Settings
For special applications, some properties of the outputs can be adjusted:
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Switch output inverted
Normally, the outputs are switched off (i.e., no signal) in the OFF state and switched 
on in the ON state. By activating the inversion, the output configured this way beha-
ves exactly the opposite.

Puls Mode
By activating Pulse Mode, the output automatically returns to the OFF state after the 
set pulse duration when it is switched to the ON state. If switched on again during 
the pulse, the pulse duration starts counting from the beginning.

Switching state of the output at system start
If you have configured a channel as an output, you can define here which switching 
state it should assume when the device restarts or boots up. By default, the state is 
set to „OFF“.

Auxiliary Voltage
The auxiliary voltage at the 6-pin terminal is deactivated in the delivery state, allo-
wing an external voltage for the I/Os to be applied to VCC (+) and GND (-). However, 
you also have the option to use the device‘s internal voltage. To provide this at the 
terminals, simply activate the function under System >> Auxiliary Voltage 

Browser Access / Language 
In addition to the language selection (German or English) under System » Access 
further settings can be made here – for example, whether communication should 
occur via HTTPS instead of HTTP or whether switching the outputs via the web in-
terface is permitted.

Password
System » Password Here you can set the system password.

When assigning a password, avoid using the characters &, ?, # as well as umlauts and 
country-specific special characters.

If the password is no longer known, physical access to the WLAN-IO is required to 
reset the passwords if necessary. Refer to the Emergency Access chapter in the ap-
pendix of this manual.
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Certificates
Protocols such as HTTPS or MQTT are based on the TLS protocol. The encryption 
of communication and the authentication of the communication partners are imple-
mented via certificates.

By default, the WLAN-IO identifies itself with a self-signed certificate.

8. Basic Applications
The WLAN-IO features various communication paths and supports diverse standard 
protocols. We recommend only enabling the communication paths that are actually 
required for your application. This limits the possibility of unauthorized external ac-
cess and manipulation.

Browser Access 
Access via the browser is unique in that, in addition to monitoring and operating the 
IOs, the configuration of the WLAN-IO is also handled this way (provided the approp-
riate login is used).

The administrator has the authorization to access the entire configuration. Via the 
password-protected user access (if configured), all settings and actions related to 
the IOs can be adjusted.

Without a login, only the states of the inputs and outputs can be monitored.

HTTP or HTTPS
By default, browser access is enabled for HTTP via port 80. To switch access to HT-
TPS, select System » Browser Access in the navigation tree. All further settings can 
be configured under communication » API » Web API 

IO Access
For access to the inputs, counters, and outputs, the WLAN-IO provides a pre-configu-
red website:
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Home
The Home page provides an overview of all IOs. If the appropriate login is used, the 
outputs can be switched.

You will find a login button on the Home page if a password has been assigned. Af-
ter clicking the login button, you must enter your assigned password. You can then 
operate the outputs until logout, timeout, or the browser is closed.

Box-to-Box
Box-to-Box operation connects two WLAN-IOs via the network in such a way that the 
outputs of one device follow the inputs of the other. Example: An ON signal at Input 
0 of WLAN-IO A switches Output 0 of WLAN-IO B to ON.

 
In Box-to-Box operation, one WLAN-IO is configured as a server and the other as 
a client. The client WLAN-IO handles the connection setup to the server WLAN-IO. 
Once the connection is successfully established, both WLAN-IOs operate as equals. 
With the appropriate configuration, switching signals can be transmitted in both di-
rections.

Acces Point in Connection with Box-to-Box

You can also operate two WLAN-IO modules in Box-to-Box mode without an existing 
network infrastructure. This is achieved by configuring one of the devices as an Ac-
cess Point and having the second device connect to it as a client.

Procedure: 

1.	 Create your own WLAN network under System » WLAN by assigning an SSID 
and a password.

2.	 Connect the second device to this wireless network provided by the first WLAN-
IO.

3.	 Then, carry out the regular Box-to-Box settings.

This provides a stable Box-to-Box connection without the need for external network 
components.
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9. Integration into Existing Systems

The WLAN-IO supports several common standards and protocols, making it easy to 
integrate into many existing systems.

MQTT
After activating and configuring MQTT in the menu branch communication » MQTT 
the WLAN-IO supports MQTT.

MQTT with W&T Standard Topics
For rapid integration with minimal configuration effort, the WLAN-IO offers prede-
fined topics.

To work with W&T standard topics, MQTT must generally be activated and  
configured under communication >> MQTT.

Furthermore, you can select whether switching the outputs via „Subscribe“ should 
be permitted.

Structure of the Standard Topics
The structure of the topic path always follows the same scheme and consists of:

<Device Name>/<Function Direction>/<Function>/<IO Number>

The factory default Device Name is structured as follows:

WLANIO-<last 6 digits of the MAC address>

The following Function Directions are available: get (for publishing changes to in-
puts, outputs, or counters) and set ffor switching an output or clearing a counter).

Possible functions are input, counter or output 

The IO number (starting at 0) specifies which IO is being addressed.
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Publishing IO States
Example for publishing a status change at Input 1:

WLANIO-0a4711/get/input/1

Depending on the state ON or OFF is sent as the payload.

Switching Outputs via Subscribe
Example for setting Output 0 via subscribe:

WLANIO-0a4711/set/output/0

The payload can be ON, OFF or TOGGLE to switch the state.

Both topics and payloads are case-sensitive.
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11. Access from Custom Applications

In addition to the numerous standardized access options, the WLAN-IO also offers 
the possibility of being addressed from your own custom application.

This can be done via TCP/IP sockets using common high-level programming langu-
ages. It is also possible to use standard web technologies such as AJAX or PHP to 
communicate with the WLAN-IO.

Access via TCP/IP Sockets
The WLAN-IO offers two types of access for communication via TCP/IP sockets:

Zugriff über:

•• Command Strings	 ASCII
•• HTTP Requests	 AJAX

Command Strings (ASCII)
Inputs and counters can be read, and outputs can be set, by exchanging simple 
command strings. In this mode, the WLAN-IO operates as a TCP server.

A list of supported commands and further details on accessing via ASCII sockets can 
be found in the Web-IO Programming Manual (available for download at https://www.
WuT.de). Follow the „Manual“ link from the datasheet page of your WLAN-IO.

TCP Server
To address the WLAN-IO as a TCP server via ASCII sockets, activate TCP ASCII So-
ckets under Communication » API » TCP API. The port for this is: 42280.

If the WLAN-IO does not receive a valid command within 10 seconds, it closes the 
connection and is then available for a new connection setup. The WLAN-IO behaves 
in the same way if an incorrect or unknown command is received.

Inputs are typically read using the polling method.
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HTTP-Request
In addition to the classic socket access, the WLAN-IO can also be addressed directly 
via HTTP access using HTTP requests.

By default, this access is disabled and must first be activated via the menu branch 
Communication » API » Web API.

A detailed description of the supported HTTP requests and further details on acces-
sing with web technologies such as AJAX or PHP can be found in the WLAN-IO Pro-
gramming Manual (Download at https://www.WuT.de). Follow the „Manual“ link from 
the datasheet page of your WLAN-IO.
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12. Appendix

Firmware Update
The firmware of the WLAN-IOs is continuously developed to meet the ever-growing 
requirements of modern networks. You can find the latest firmware for your WLAN-
IO at https://www.WuT.de/97733 in the „Firmware“ section.

There are two ways to install the update:

1. Update via WuTility:

Start the WuTility tool on a Windows PC with network access to the WLAN-IO. High-
light the device in the inventory list and click on „Firmware“ in the icon bar. Select 
the corresponding UHD file; the tool will guide you through the rest of the process.

2. Update via Web Interface:

Alternatively, you can perform the update directly in the browser. Navigate to Main-
tenance in the menu and select UPDATE. After clicking the „UPDATE“ button, your 
PC‘s file explorer will open. Select the appropriate UHD file for the WLAN-IO to start 
the process.

Important Note: Do not interrupt the connection during the update process under 
any circumstances. All settings in the WLAN-IO will be preserved, and the device will 
be ready for operation immediately after the update.

Security Instructions
The following sections contain information and recommendations relevant to IT 
security for the commissioning, configuration, operation, and maintenance of the 
WLAN-IO model described in this manual.

Function and Typical Application
The WLAN-IO provides the ability to transmit or control the status of electrical swit-
ching signals via the network within higher protocol instances.
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By default, the WLAN-IOs are designed for operation in a secure network environ-
ment. The focus of the factory settings is on configuration access via HTTP that is 
as low-latency as possible and therefore unsecured.

In insecure network environments and/or with increased security requirements, ad-
ditional measures must be taken to prevent unauthorized access.

With the exception of the browser display, all other access options to the inputs, 
outputs, and configuration are deactivated.

Requirements for Integrators and Operators
Depending on the individual network environment and security requirements, the 
factory settings must be reviewed from a security perspective for operational use. 
Changes and/or additional measures may be required by the integrator or operator.

These include in particular:

•• Choosing a secure password in terms of length and complexity.
•• Deactivating unnecessary services and/or implementing access restrictions th-

rough an upstream external firewall. 
•• Protecting the WLAN-IOs from unauthorized physical access.

Further details can be found in the remainder of this chapter as well as in the prece-
ding descriptions of the individual operating modes.

Installation Site
The installation site of the WLAN-IO must ensure that no unauthorized physical ac-
cess can occur (e.g., suitably secured room, control cabinet, etc.). Physical access 
to the WLAN-IO carries risks such as:

•• Decommissioning the device (removing the network cable, power supply, etc.) 
and loss of all connections to communication partners

•• Depending on the model, resetting to factory settings by long-pressing the reset 
button.
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Commissioning
The commissioning of the WLAN-IO is divided into the assignment of the IP address 
(DHCP, WuTility, static ARP entry, or serial port depending on the model) and the 
subsequent further configuration via Web-Based Management (WBM). With the fac-
tory settings, all configuration services are freely accessible. Therefore, commissio-
ning must be carried out in such a way that no unauthorized access can occur until 
a system password has been assigned and a secure configuration is established.

A suitable measure, for example, is to perform the commissioning via a point-
to-point connection with the configuring computer. Only after this is the WLAN-IO 
connected to the actual target network.

Password
Operational use of the WLAN-IO should not take place without a password. The 
password is the central protection against unauthorized access to the configuration 
and management of the WLAN-IO. Depending on the chosen communication path, 
the password also protects access to the inputs and outputs.

We recommend using a secure password with a length of at least 15 characters, 
consisting of upper and lower case letters, digits, and special characters (the cha-
racters &, #, and / are not permitted).

During WBM access via HTTP, the system password is transmitted to the WLAN-IO 
in plain text. The transmission is only encrypted when configured via HTTPS.

For password-protected access from insecure or public networks, additional measu-
res, such as the use of a VPN tunnel, must be taken.

Registration for Security-Related Information
Devices can be registered with W&T using the inventory tool WuTility. In the event of 
security-related updates and/or information, we will notify you immediately by email.

In addition to the personal data provided, device-specific data is also stored during 
registration.
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Operation and Configuration
By factory default, all access points and communication paths except for browser 
access are deactivated.

We recommend only activating the communication paths and services that are actu-
ally required for operation.

An overview of the possible communication paths can be found in the following ta-
ble.
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WuTility Inventory UDP X 8513 dynamic

WuTility IP Assignment UDP X 68 67 X X

DHCP UDP X 68 67

HTTP TCP-Server X 80 dynamic X X

HTTPS TCP-Server 443 dynamic X

DNS UDP X dynamic 53

Device Update Initialization TCP-Server X 8002 dynamic X X

Device Update Firmware Data UDP 69 dynamic X X

Box-to-Box  Client TCP-Client dynamic X 49157 X X

Box-to-Box  Server TCP-Server 49157 X dynamic X

MQTT TCP-Client dynamic 1883 X X X

SMQTT TCP-Client dynamic 8883 X X

Web-API (HTTP) TCP-Server 80 dynamic X X

Web-API (HTTPS) TCP-Server 443 dynamic X

TCP-ASCII-Socket Server TCP-Server 42280 X dynamic X X

Configuration preferably via HTTPS / PKI Environments
The TLS protocol used by HTTPS provides encrypted and authenticated access to 
the web interface of the WLAN-IO. This also applies to access via the Web API. To 
protect the exchanged configuration data, commands, and the system password, 
we recommend activating HTTPS, especially in insecure network environments. 
Furthermore, to protect against Man-in-the-Middle attacks, the self-signed default 
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certificate should be replaced with an individual, custom certificate.

Encrypted Communication
The hardware platform of the WLAN-IO combines low latency with low power 
consumption. As a result, the key length of possible certificates is limited to 2048 
bits and the WLAN-IO supports up to TLS 1.2. In applications with higher require-
ments, additional measures (e.g., VPN) may be necessary.

TLS-encrypted communication is possible in the following operating modes:

•• HTTPS (Browser)
•• HTTPS (Web-API)
•• MQTT (SMQTT)

The computationally intensive TLS encryption functions can influence data transmissi-
on latencies. For time-critical switching and acquisition tasks, compatibility with HTT-
PS access should therefore be tested. This especially includes potential security scans 
in the network. These sometimes open a large number of TLS connections within a 
short period and can thus lead to interruptions or timeouts in data traffic.

Isolation of the Subnet via Router/Firewalll
In applications that communicate unencrypted with the WLAN-IO, the communicati-
on partners (e.g., WLAN-IO and PC) should be isolated in their own network segment 
via a firewall to protect against eavesdropping. Using a W&T Microwall, for examp-
le, the communication partners are also protected from harmful events (broadcast 
storms, overload, etc.) in the main network.

Appropriate firewall rules limit cross-network access to the required minimum.

Firmware Updates
W&T regularly releases firmware updates for the WLAN-IOs to rectify functional er-
rors, any discovered vulnerabilities, or to expand functionality.

There are two ways to upload firmware to the device:

Management Tool WuTility: The update is performed centrally via the tool, which 
identifies the device in the network and transfers the file.
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Web Interface: Navigate to the Maintenance item in the device menu and select 
„UPDATE“. After clicking the button, your PC‘s file explorer opens, through which you 
can select and install the desired update file.

Update files always contain the entire firmware or the entire system of the WLAN-IO. 
For this reason, firmware updates are always associated with a restart of the device 
and thus a short interruption of operational service. Individual configuration data 
(such as IP parameters or firewall rules) are not affected by a firmware update and 
remain fully intact.

The firmware upload is performed via TFTP (UDP), and the system password is 
transmitted in plain text over the network during this process. In insecure networks 
or environments with increased security requirements, additional external measures 
(e.g., VPN) are therefore required.

Further details on firmware updates can be found in the Firmware Update chapter.

Service, Maintenance, and Decommissioning
Despite high quality standards, electronics can fail at any time due to external 
events, for example. Depending on the availability requirements of the respective 
application, we recommend taking suitable precautions:

•• Backing up/saving the device configuration.
•• Keeping a replacement device on hand if necessary.
•• Documenting the procedure for device replacement.

When decommissioning, the WLAN-IO should be reset to factory settings to pro-
tect all confidential information stored in the device (IP ranges, external access 
data, etc.). This can be done either via Web-Based Management or via hardware by 
long-pressing the reset button.
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Emergency Access
In the event that you have forgotten the passwords for the WLAN-IO or wish to reset 
the device to factory settings without network access, you will need physical access 
to the WLAN-IO.

The following functions can be initiated by pressing the button labeled „Reset“ on 
the front panel:

Device Restart

By briefly pressing the Reset button, the WLAN-IO restarts. All existing network 
connections are disconnected, but the configuration of the WLAN-IO remains com-
pletely intact. If no static IP address has been assigned, the WLAN-IO will send a 
DHCP request after the restart, which may result in the assignment of a new IP ad-
dress depending on the network environment.

Emergency Access

For emergency access, press the button on the device for approximately 5 seconds. 
The device will then switch to Emergency Mode. In this mode, logging in and chan-
ging the IP address is possible without a password. Services such as MQTT and the 
APIs are not active in this state.

Meaning of the Status LEDs
In the front panel, next to the LEDs indicating the switching status of the inputs and 
outputs, there are two additional status LEDs:

WLAN
Cyclic flashing indicates that the WLAN-IO is providing its own Access Point. If the 
LED is permanently lit, the device is successfully connected to a WLAN network.

Error
The Error LED signals if the WLAN-IO was unable to establish a connection to an 
existing WLAN network.

If both LEDs flash simultaneously, this indicates a configuration error. In this case, 
a red exclamation mark with further details will be displayed on the WLAN-IO web 
interface.
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13. Technical Data 						    
General Technical Data

Protocols: HTTP, HTTPS and TCP Socket Server, MQTT and 
Box-to-Box; Inventory, Group Management

Response times: Data and switching traffic: typ. 40ms

Protection class: IP20

Storage temperature: -40°C .. 70°C

Operating temperature: 0°C .. 60°C

Operating temperature 
(row mounting):

0°C .. 50°C

Permissible humidity: 5..95% relative humidity (non-condensing)

Connections, Indicators, and Control Elements:

Digital IO Channels: 4 channels, selectable Input/Output operation

As Output: 12-24V DC / 500mA per channel; Total fuse pro-
tection for all outputs: 3A

As Input: max. 30V DC; Switching threshold: 9.5V +/- 1V; 
"On" current = 2.2 mA; Integrated 32-bit pulse 
counter

Network: WLAN 802.11 b/g/n 2.4GHz

Power Supply: 12-24V DC (± 10%); approx. 40mA @ 24V-

Connections: 1 x 6-pin screw terminal for IOs and auxiliary vol-
tage; 1 x 2-pin screw terminal for external supply

Indicators: 4x Status LEDs (including 1x Network); 2x LEDs 
for digital inputs; 4x LEDs for digital outputs

Control Elements: 1x Reset button

Housing and Other Data:

Housing: Plastic housing for DIN rail mounting; 105 x 22 x 
75 mm (LxWxH)

Weight: approx. 105g
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