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Coordinated Vulnerabilty Disclosure Policy

The security of both - our own infrastructure and our product portfolio is very important to us.
This policy provides guidance on how to report a vulnerability to us and how we handle
reported vulnerabilities.

Scope of application
This policy applies to vulnerabilities in:

- our products
- our website
- our other IT infrastructure

Contact options
Please report any vulnerability to

security@wut.de ,

preferably using the PGP key published here.

Our customers can of course also use their usual contact channels to our support or sales
staff.

Furthermore, we also accept reports by telephone +49 202 2680 0 or (anonymously, if
necessary) by mail to

Wiesemann & Theis GmbH
Porschestr. 12
42279 Wuppertal

We are also a partner company of CERT@VDE; here, too, you can report a vulnerability
affecting one of our products.

Content of your report

To process your report as quickly as possible, we require some information. It would be helpful
if your report included details regarding the following aspects:

- What is affected? (Which product—ideally including firmware version—which website,
which IT infrastructure)

- Description of the vulnerability, ideally including information on detectability or
reproducibility and the functional impact of the vulnerability

- If available and reliable, include a proof of concept

- Configuration of the device / computer at the time of discovery

- If a secondary device or component triggers the vulnerability, information regarding
these

- Name, email address, PGP key appreciated

- Date and time of discovery

Simple reports from automated tools, lacking specific details, are insufficient.
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Procedure following receipt of the notification

We immediately forward wvulnerability reports regarding our products to our partner
CERT@VDE, which handles further assessment and, where applicable, the coordinated
disclosure process.

In all other cases, we will acknowledge receipt of your report within 5 working days; you will
receive substantive feedback on your report within 10 working days.

Should it indeed turn out to be a vulnerability requiring remediation, we will strive to provide a
fix as quickly as possible, which should be available no later than within 90 days.

Publications
Please refrain from disclosing a vulnerability until we have given our express approval.

If a product is affected by a vulnerability requiring remediation, we publish an advisory in
collaboration with our parther CERT@VDE. Unless there are reasons to release information
about the vulnerability earlier, the advisory is published alongside the fix (e.g., a firmware
update).

Please feel free to let us know in good time whether you would like to be named in our advisory.

However, we do not have a bug bounty program or anything similar.
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